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Abstract—To protect mobile phone from tracking by third
parties, mobile telephony systems rely on periodically chang-
ing pseudonyms. We experimentally and formally analyse the 1)
mechanism adopted to update these pseudonyms and point out
design and implementation weaknesses that defeat its purpose by
allowing the identification and/or tracking of mobile telephony
users. In particular, the experiments show that the pseudonym
changing mechanism as implemented by real networks does not
achieve the intended privacy goals. Moreover, we found out that
the standard is flawed and that it is possible to exploit the
procedure used to assign a new pseudonym, the TMSI reallocation
procedure, in order to track users. We propose countermeas@s
to tackle the exposed vulnerabilities and formally prove that
the 3GPP standard should require the establishment of a fresh
ciphering key before each execution of the TMSI reallocation
procedure to provide unlinkability.

2)

I. INTRODUCTION

If a third party that eavesdrops on the radio link was able to
identify wireless messages as coming from a particular laobi
phone, he would be able to track the location of the mobile
phone user in real-time. Mobile phone signalling is used for
example by market research companies such as [1], [2] i ordg,,
to track the movements of people within a shopping centre
Contrary to location based service companies, these cdegan
are tracking bearers of mobile phones in an anonymous way,,
yet without their consent, without offering them a service
and sharing the tracking information with parties which énav
not previously been agreed with the mobile phone bearers.
Similar tracking techniques could lead to stalking and othe 1)
forms of harassment, as well as more mundane invasions of
privacy [3]. In order to prevent this, mobile phone protacol
employ temporary identifiers (TMSIs) instead of using long-
term unique identities (IMSIs) to identify mobile phones.
Temporary identities are periodically updated by the nekwo 3)
by means of theTMSI reallocation procedureTo ensure
confidentiality of a newly assigned TMSI, it is transmitted
encrypted using a ciphering key. 4)

Our aim in this paper is to analyse what conditions are
required in order for this arrangement to guarantee useaqyi
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as intended. In particular, two aspects appear to be imptorta

TMSI reallocation will protect user privacy only if
TMSIs are re-allocated often enough, and at the right
times (e.g., when users move between locations). The
3GPP standard does not rigorously define the con-
ditions under which TMSI reallocation takes place.
We show that the lack of precise directives permits
implementations which violate user privacy.

The success of TMSI reallocation requires that an
attacker with access to the radio channel cannot
link the new TMSI to the old one. Encrypting the
TMSI in the allocation message is necessary but
not sufficient to ensure that. It turns out that other
factors, in particular the use of a fresh encryption
key for each TMSI reallocation, are also necessary to
guarantee unlinkability of old and new TMSIs. The
3GPP standard does not mandate this, again leaving
user privacy subject to choices made by network
operators.

We analyse the TMSI reallocation procedure from both a
mal and anexperimentalpoint of view. Our experimental
analysis exposes the adoption by deployed network implemen
ations of weak policies with respect to privacy and henee ar
Inerable to tracking mobile phone users. We show that the
'TMSI reallocation procedure does not provide unlinkapitin
Smost of the analysed mobile networks, because:

pseudonyms are not updated frequently;

the frequency of updates of pseudonyms does not
depend on the amount of activity exposing them to
tracking adversaries;

the same pseudonyms are maintained across different
areas, making users linkable within wide areas;

it is possible to mount a replay attack on the TMSI
reallocation procedure.

All these issues defeat the objective of introducing TMSIs.

Our formal analysis allows us to prove the condition under
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which the TMSI reallocation procedure provides unlinkipil

In particular, we formally prove that the establishment ofav
encryption key before each execution of the procedure shoul
be a mandatory requirement in the standard specification.

Our Contributions. We present a formal and an experi-
mental analysis of the subscriber’s privacy in cellulamurks



and in particular of the TMSI reallocation procedure. Wepreviously outlined a similar technique. They performed a
highlight deficiencies in the standard and show how thes&SM sniffing attack, which allows one to eavesdrop a GSM
have led to flawed implementations which do not trigger thephone call by using a modification of the osmocom-BB [14]
reallocation procedure often enough, and when they do thegpen source implementation of the GSM protocol stack and an
sometimes allow linkability attacks. Our experimentallgsia  old Motorola mobile phone. Differently from Foo Kune et al.,
reveals some real and novel network scenarios which allow they used a silent SMS to trigger the paging responses needed
third party to violate a user’s privacy despite the realtmca to locate the victim. Although these works take advantage of
protocol being used according to the current standard. Ithe fact that a TMSI is allocated for a long time window,
our formal analysis, we prove that the TMSI reallocationthey do not analyse the security and privacy provided by the
procedure provides unlinkability in case a new ciphering ke TMSI reallocation procedure. Moreover, in order to perform
is established before each execution of the TMSI reallonati the attack, the adversary needs to know the mobile number
procedure and we discuss other possible countermeastniss. Tof the victim. Indeed, these attacks consist in establgsliie
proof is one of the few examples in the literature [4], [5] presence of a target MS in a given location by linking the
of a proof of labelled bisimilarity of a real-sized protocol target’s telephone number with its TMSI. This attack rebes
Our proof makes use of both manual and automatic proofhe fact that TMSI reallocation is not activity-dependeas (
techniques. confirmed by our experiments). This suggests the adoption of
activity dependent reallocation strategies to thwart titech.
. o ) However, we show that reallocating a new TMSI after each
Terminology. In 3GPP specifications, mobile phones to- transaction is not sufficient, because (as we experimgntall
gether with their SIM card are referred to mmbile stations  show) encryption keys are reused in many deployed networks
abbreviated MS. Mobile stations have a permanent identityllowing the replay attack we present. This further privacy
stored in the SIM card, thénternational Mobile Subscriber  threat cannot be established from Foo Kune et al's analysis.
Identity, abbreviated IMSI. As stated, the serving network (SN)we formally prove that establishing fresh keys at each TMSI
assigns a temporary identity to an MS, called fieenporary  reallocation and adopting an activity-dependent reationa
Mobile Subscriber IdentityTMSI). strategy thwarts Foo Kune et al's attack. Additionally, e

When the network wants to deliver a service to a mobilethat deployed networks do not follow the standard as they do

: ; ; ; : t all enforce TMSI reallocation at each change of Location
station €.g.an incoming phone call) it sendspaging request no ; i
e : ; Area. This makes a MS traceable across Location Areas by
message specifying the identity of the MS (TMSI or IMSI simple sniffing. This further privacy breach is beyond thepsc

if the TMSI is not known). The paging request is sent on a , . e~ X
common channel in all the locations most recently visited byPf F00 Kune et al's analysis. So our findings further contebu

the MS. A MS continuously monitors the common channel®© N€lP improving future developments of this technologye T
gexperiments we carried out show that real networks do not

adopt policies for changing TMSI which are dependent on the
mber of exposure of the TMSI over-the-air by the mobile
one activity and hence they do not tackle these attacks.

receives a paging request, it asks the base station it ishata
to to assign a dedicated channel. The MS the sends a pagi
response containing its own identity (usually TMSI) in clea P

text on the dedicated channel. Engel showed at the 25C3 conference [15] how network
signalling messages, triggered when sending/receivings SM
A. Related Work messages, can be used to locate mobile telephony users. He

_ N ) i » suggests that network operators should use home routig, i.

Linkability of transactions has been identified and of-forwarding through the home network, as a countermeasure to
ten reported by the media as an important threat to US&hjs SMS tracking attack. This attack requires access to the
privacy, in a variety of areas including on-line searchesntra-network communication infrastructure, which aligh
[6], road usage charging [7], electronic passports [8], angossible may require subscription to a pay per query service
mobile telephony [3]. The problem of privacy is a multi- | this work, we analyse the privacy provided by the more
layer/multiprotocol problem [9] which requires all pros  exposed over-the-air communication available to any kttac
at all layers to satisfy the desired properties. Moreoverith a radio enabled device and do not rely on the less easily

privacy properties are often violated because of subtle desccessible intra-network communication protocols.
sign/implementation details, hence the need for carefalyan

sis. The gsmmapproject [16], [17] uses a variant of the open
. . source GSM protocol stack developed within the osmocom-

Most of the work on security of mobile telephony sys- gg nroject to assess and visually render on a map the level of
tems concerns content-secrecy, integrity and autheiuticat security and privacy provided by network operators acrbss t
properties [10], [11], [12]. There are only few formal and \yqq. in particular their aim is to check if network openato
experimental studies concerning the level of usage-pyivaCare protecting the users from well known attacks by adopting
provided to the user by mobile telephony systems. Foo Kung,,ntermeasures such as the use of A5/3 encryption, padding
etal. [13] presented a study on the use of the paging proeedutangomization, and full authentication for outgoing cadfsd

to locate mobile telephony users. They perform a trackinggyg to prevent impersonation and interception, and the use
attack relying on passive sniffing of paging response messag uf regylar TMSI updates, and home routing to prevent Engel’s
triggered by placing silent phone calls (obtained by haggin g\ g tracking attack.

up before the receiving phone rings) for the victim phone.
This technique allows one to reveal the presence of thewicti The closest work to ours is the one presented in [18]
in an area monitored by the attacker. Munaut and Nohl [11}vhich also analyses mobile telephony protocols from a pyiva



a new assignment is performed within a location area is left
MS Network to the network operators [19]. In order to prevent an advgrsa
IMSI. oTMSI.CK IMSI. oTMSI.CK linking the Qld TMSI Wlth_ the_ new one, the assignment of a
’ ’ ’ ’ new TMSI is performed in ciphered mode. The session key
L3_MSG,oTMSI | used to encrypt the new TMSI is established by executing the
= | AKA protocol.

| Management of means for ciphering:K establisheq A. TMSI Reallocation Procedure
The TMSI reallocation procedure assigns a hew pseudonym
new nTMSI (TMSI) to a mobile station. The new TMSI is sent to the mo-
bile station in an encrypted fashion. Figure 1 depicts theSTM
{TMSI_REALL_CMD, nTMSI, nLAI} reallocation procedure as defined in the 3GPP standard [19],
[20]:

{TMSI_REALL_COMPLETE};

e The mobile station sends a first message on a dedi-
cated channel. This message contains the current MS’s
temporary identityT' M ST;

| DeallocateoT M ST | | DeallocateoT M ST |
[ [

e on receipt of this message, the network can identify
Fig. 1. TMSI Reallocation Procedure the MS and establish means for ciphering of the
subsequent communication on the dedicated channel;

the rest of the communication is then encrypted and
consists of a TMSI reallocation command message
containing a new pseudonynil’M ST chosen by the
network and the current location ared Al (the area
within which nT' M ST is meaningful);

point of view. Arapinis et al. [18] uncover some privacy
attacks on the 3G authentication protocol and on the paging
procedure. These attacks are exposed and exploited through
a real implementation. The authors propose and automigtical
verify privacy-friendly fixes of the attacked procedureheT

procedures analysed in [18] are not part of the identity rgana e this message is followed by a TMSI reallocation com-

ment mechanisms of mobile telephony systems, in particular plete message which is sent by the MS to acknowledge
they do not analyse the TMSI reallocation procedure thateds t the completion of the reallocation procedure.
procedure on which mobile telephony systems rely to provide

anonymity and unlinkability from third parties. This pratee If the network does not receive the expected acknowledge-

is the focus of our work. Moreover, in this work we are ment from the MS, it maintains bo#'M SI andnTM ST as
concerned with both issues of the standard specificatiods arvalid pseudonyms for the the IMSI. The network can perform
issues of the actual implementation by real networks. Non@ TMSI reallocation at any time whilst a dedicated channel is
of the issues concerning the identity management and thestablished. The standard does not fully specify how often t
pseudonym changing mechanism that we identify in this papeprocedure should be performed. However, it mandates that it
arise from the analysis presented in [18]. Finally, the prooshould at least be performed at each change of location [19].
methods used in [18] are too weak to prove the correctneskhe standard defines two options for the management of the
of the TMSI reallocation. We have to create new proof tech-neans for ciphering (i.e. to establish the ciphering key :CK)
niques. In particular we combine both manual and automati€l) either a fresh ciphering key is established by executing
proofs in order to obtain the unlinkability proof sketched i the authentication procedure; (2) or a previously estaétis
Section IV-C. ciphering key can be restored by means of the security mode
set-up procedure, which allows the MS and the network to

Il. PSEUDONYMS FORUSERPRIVACY agree on a ciphering algorithm.

A mobile station (MS) is uniquely identified by means
of its IMSI. To avoid over-the-air attackers from identifig
and linking a user’s transactions, a temporary identityecal The 3GPP standard relies on frequent reallocation of TM-
TMSI is assigned by the network and is used to identifySls in order to provide user's untraceability. In particulid
the mobile station in protocol messages. The mobile statiomandates that TMSI reallocation should be performed when-
identity (its TMSI, if available, or its IMSI) is always ingtled  ever the MS moves between “location areas” (identified by
in the first message sent from the MS to the network aftetocation area identifiers, LAIS). However, it is known that
the establishment of a dedicated channel. This allows théocation areas often extend over several square kilometnes
network to identify the MS before delivering a service to it. a subscriber's movements are typically confined within one o
For example, the identity is carried in location update e=ys,  two location areas [21], [22]. So location areas may be too
CM (Call Management) requests, and paging responses. Tharge to trigger TMSI reallocations in practice. Moreovwee
use of TMSIs avoids the exposure of the long term uniqueshow that one of the policies defined by the standard for the
identity (IMSI) and hence provides third-party anonymity t establishment of the ciphering key, namely the use of redtor
mobile telephony subscribers. The 3GPP standard spetifies t keys, allows a linkability attack on the TMSI reallocatiorop
a new TMSI should be assigned at least at each change o&dure. In particular, we show that is adopted by real nétsvor
location area. Besides this constraint, the choice of haenof which makes their users vulnerable to tracking. Hence the

B. Subscriber Privacy Analysis



A. Experimental Settings and Scenarios

The Motorola C115 has a Tl Calypso baseband chipset
which is supported by the Osmocom-BB project [14]. The
Osmocom-BB project includes an open source implementation
of the GSM baseband and various other applications aiming to
implement a GSM mobile station. The radio communication
functions are implemented in the firmware which is flashed
from a laptop into the mobile phone through the Osmocon
software, by means of a T191 unlock cable (Figure 2). The
firmware implements layer 1 of the GSM protocol stack, while
layers 2 and 3 are implemented in specialised applications
running on the laptop and communicating with the mobile
phone through the T191 cable (Figure 3). In particular, we
used the ‘mobile’ application which implements layer 2 and 3
of the GSM protocol stack to provide all the basic functiofs o
a mobile phone (network registration, location update, ingak
Fig. 2. Experimental Tools and receiving calls, and sending and receiving SMSs).

The mobile phone activities are logged on a shell terminal
and the radio communication is encapsulated in UDP packets
sent to a configurable IP address. This traffic can be captured
through the Wireshark network traffic analyser [23]. Intera

,(;] tions with the mobile phone are enabled by a telnet command
ke interface. This allows one to manually select a networkit sta
phone calls, send SMS and service requests, etc.

We captured over-the-air messages using the ‘mobile
Layer2/3 application in different settings: (1) mobile station ineictate

wireshark | (=) [ _mobile ] (=) =) and not moving; (2) mobile station in idle state and moving

across two urban areas; (3) mobile station involved in &igts/
such as receiving or starting phone calls, receiving or isgnd
Fig. 3. Osmocom-BB architecture SMSs, and requesting services as for example call divession

Since the 3GPP standard merely gives guidelines, real

standard should forbid the use of a previously establishe@€tworks differ in the implementation details of the TMSI

ciphering key for the execution of the TMSI reallocation "€@llocation. To understand if the different implemermas
procedure. achieve the privacy guarantees they were intended for, we

analysed the traffic captured with the mobile applicatian. |

Section Il reports on our experimental analysis. We mon-particular, we are interested in finding out if the frequengy
itored over-the-air communications of idle and active MSSTMSI reallocation execution is high enough to defeat passiv
in order to understand how real networks implement useand active tracking attacks, if the policy of changing TM8I a
identity confidentiality through the use of TMSIs, both imes  |east at each change of location is actually implementea so t
of frequency of reallocation, and ciphering keys used. Oumpbtain at least location dependent privacy, and if the feeqy
experiments confirm that the reuse of previously estaldisheof execution of the TMSI reallocation procedure is related t
keys is a commonly adopted policy. However, we show that irthe amount of activity of the MS (i.e., to how often the TMSI
case the reuse of encryption keys is adopted for the exeécutids exposed to overhearing).
of the TMSI reallocation procedure, this enables a linkgbil
attack which makes it possible to link old and new TMSIs. B. Findings/Results

In Section IV, we introduce the formal tools we use,  We report on three different issues showing that some
and in Section IV-B the formal definition of unlinkabilityn]  of the actual implementations of the strategy for changing
Section IV-C, we formally prove that using a fresh key forteac pseudonyms to avoid tracking are not offering enough pyivac
TMSI reallocation would be enough to ensure users’ privacyguarantees to the mobile telephony subscribers. Our abserv

tion and their consequences on users’ privacy are discussed
[ll.  EXPERIMENTAL ANALYSIS this sectiof.

Our experiments were carried out using an old GSM
Motorola C115 mobile phone in France, UK, Greece, and Italy The TMSI reallocation procedure is rarely executed.
and using SIM cards from all the major UK, Greek, and ItalianAlthough in the standard the privacy offered to mobile phone
network operators. bearers is based on frequent updates of TMSIs, our ex-
periments show that the same TMSI can be allocated for

IMore specifically, we used 02, T-Mobile, Vodafone, and Ogaig the
UK; Vodafone and Wind in Greece; Bouygues and Orange in feraand 2The traces that allowed us to draw the conclusions presenednade
Wind, Vodafone and TIM in ltaly. available for inspection [24]



No. Time Source Destination Protocel Info

12012-03-22 09:11:11.56498300127.0.€127.0.0.1 LAPDm U P, func=SABM(DTAP) (MM) Location Updating Request

2 2012-03-22 09:11:12.02491000127.0.€127.0.0,1 LAPDm U F, func=UA(DTAF) (MM) Location Updating Request

3 2012-03-22 09:11:12.26095700127.0.€127.0.0.1 LAPDm I, N(R)=0, N{5)=0(DTAP) (MM) Authentication Request

4 2012-03-22 09:11:12.64896900127.0.€127.0.0.1 LAPDm I, N(R)=1, N(S)=0(DTAP) (MM) Authentication Response

5 2012-03-22 09:11:13.43687500127.0.€127.0.0.1 |LAPDm I, N(R)=2, N(5)=2(DTAP) (MM) TMSI Reallocation Command
6 2012-03-22 09:11:13.43692200127.0.€127.0.0.1 LAPDm I, N(R)=3, N(S)=2(DTAP) (MM) TMSI Reallocation Complete
7 2012-03-22 09:11:14.14486500127.0.0127.0.0.1 LAPDm I, N(R)=3, N(S)=3(DTAP) (MM) Location Updating Accept

¥ GSM A-I/F DTAP - TMSI Reallocation Command
P Protocol Discriminator: Mobility Management messages

Bl Es = Sequence number: 0
..01 1010 = DTAP Mobility Management Message Type: TMSI Reallocation Command (0x1a)

atio ific

)

FL Ide

118 2012-03-25 10:24:17.50371100127.0.€127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request
119 2012-03-25 10:24:17.73977300127.0.0127.0.0.1 LAPDm I, N(R)=0, N{S)=0(DTAP) (MM) Authentication Request
120 2012-03-25 10:24:18.14352900127.0.0127.0.0.1 LAPDm I, N(R)=1, N(S)=0(DTAP) (MM) Authentication Response
_1212012-03-25 10:24:18.91581700127.0.€127.0.0.1 |LAPOM I, N(R)=2, N(S)=2(DTAP) (M) Location Updating Accept
FLINK ALCESS Froceuaure, undrmesr wuim ((LAFUI)
¥ GSM A-I/F DTAP - Location Updating Reguest
P Protocol Discriminator: Mobility Management messages
L | = Sequence number: 0
..00 1000 = DTAP Mobility Management Message Type: Location Updating Regquest (0x08)
b Ciphering Key Seguence Number
b Location Updating Type - IMSI attach
b Location Area Identification (LAI)
b Mobile Station Classmark 1
" Mobile Identity - TMSI/P-TMSI

Fig. 4. Trace of a UK Vodafone SIM card obtaining a new TMSIK82c2fdd) on 22/03/12. The same TMSI is still in use on 25/@3fter 3 days from its
allocation.

several hours and even days. Moreover, turning on and off thstandard. We observed this behaviour when capturing the
MS does not usually result in a new TMSI being allocated.signalling messages of a mobile station moving by coach
As an example Figure 4 shows that a TMSI allocated orbetween different cities in the UK, using the Orange and the
22/03/2012 has not been updated by 25/03/2012, making th®@2 networks where we observed the same pseudonym being
phone trackable for a period of 3 days. This behaviour can baccepted in different location areas with no further execubf
observed for the major UK, Greek, French and Italian networkhe TMSI reallocation procedure. Assuming an average speed
operators. An attacker could take advantage of the longfife of 70Km/h we observed that a new TMSI was assigned after
a TMSI and monitor a few sub-areas using short range devicegbout 45 min (about 53km) and a second one after about 60
in order to obtain a fine grained tracking of his victim within min (about 70km) while we observed a change of LAl every
a same LAl 5 min on average and hence a new TMSI should have been
) allocated, on average, about every 3km. Figure 5 shows an
We observed that the major UK network operators antgyample trace where a TMSI used at location 234/33/1381

the Vodafone and TIM ltalian operators rarely execute thepacket no. 668) is accepted a different location 234/33/29
TMSI reallocation even in presence of MS activity, but thetfir (packet no.678).
e

message sent by a MS when requesting or receiving a servic
contains its TMSI, hence exposes it to eavesdropping third The fact that a TMSI was accepted in two neighbouring
parties. As mentioned in Section I-A, TMSI liveness makesLAls contradicts the specification that a TMSI reallocation
it possible to locate mobile telephony users without algrti should be performed at least at each change of location.
them. This can be achieved by paging the victim and henceélowever, changing pseudonym when changing location area
provoking a paging response. To reduce the set of answeringould provide location-dependent privacy to the user since
TMSiIs to the victim’s one, the attacker must repeat the @m®ce it would prevent passive tracking across different LAlseTh
several times because more than one MS could be sendingcambination of the two behaviours reported so far (i.e. kegp
paging response at the same time and it is possible only the same TMSI for a long period of time and not changing it
the TMSI is not reallocated even in case of activity exposingwhen changing location area) enables the attacker to batk tr
the TMSI (e.greceiving calls). The attack in [13] thus relies his victim within an area and follow him across differentase
on the low frequency of TMSI reallocations and demonstratesvithout doing any extra effort other than passively sniffing
that changing pseudonyms, as mechanism to provide location
privacy, is not effective without a policy for changing of
pseudonyms which takes into account the actual exposure of Previously established keys are restored and used to
the pseudonym caused by the mobile station activity. encrypt the TMSI reallocation procedure. Our captures
confirm that the reuse of previously established keys is igyol
adopted by real networks and that in particular previously
A change of location area does not imply a change established keys are used for the execution of the TMSI real-
of TMSI although such a change is mandated by the 3GPRcation procedure. The experiments we performed show that



Source Destination Protocol Info

|

17:02:40.615172  127. LAPDm

Location Updating Request

0.€127.0.0.1
674 2012-11-14 17:02:41.321211 | 127.0.0127.0.0.1 LAPDm I, N(R)=1, N(S)=1(DTAP) (MM) Identity Request
6752012-11-14 17:02:41.321250 |127.0.€127.0.0.1 LAPDm I, N(R)=2, N(S)=1(DTAP) (MM) Identity Response

678 2012-11-14 17:02:42.027265 127.0.€127.0.0.1 LAPDm I, N(R)=2, N(S)=2(DTAP) (MM) Location Updating Accept
682 2012-11-14 18:32:43.097682 |127.0.€127.0.0.1 LAPDm U P, func=SABM(DTAP) (MM) Location Updating Request
684 2012-11-14 18:32:43.434395 | 127.0.0127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request

688 2012-11-14 18:32:44.141335 (127.0.0127.0.0.1 LAPDm T, N(R)=1, N(5)=1(DTAP) (MM) Location Updating Accept

¥ Location Area Identification (LAIL)
¥ Location Area Identification (LAI) - 234/33/1381
Mobile Country Code (MCC): United Kingdom of Great Britain and Morthern Ireland (234)
Mobile Metwork Code (MNC): Orange (33)
Location Area Code (LAC): Ox0565 (1381)
» Mobile Station Classmark 1
* Mobile Identity - TMSI/P-TMSI (Oxbc4Cee71)

682 2012-11-14 18:32:43.097682 127.0.0127.0.0.1 LAPDm U P, func=SABM(DTAP) (MM) Location Updating Reguest
684 2012-11-14 18:32:43.4343985 127.0.0127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request
688 2012-11-14 18:32:44.141335 127.0.€127.0.0.1 LAPDM I, N(R)=1, N(S)=1(DTAP) (MM) Location Updating Accept

FUsEl Udidglidil rioLocol, SIC rorL. 24743 (24743), USL FoOrL. gsildp (84£Y)
» GSM TAP Header, ARFCN: 790 (Downlink), TS: 1, Channel: SDCCH/E8 (3)
# Link Access Procedure, Channel Dm (LAPDm)
¥ GSM A-I/F DTAP - Location Updating Accept
» Protocol Discriminator: Mobility Management messages
1 LR = Seguence number: 0
..00 0010 = DTAP Mobility Management Message Type: Location Updating Accept (0x02)

naldaen

¥ Location Area Identification (LAIL)
¥ Location Area Identification (LAT) - 234/33/29
Mobile Country Code (MCC): United Kingdom of Great Britain and Northern Ireland (234)
Mobile Metwork Code (MNC): Orange (33)
Location Area Code (LAC): 0Ox001d (29)

Fig. 5. Trace of a UK Orange SIM card. The TMSI used at locafi84/33/1381 (packet no. 668) is accepted at location 232¢3@acket no.678), while
the 3GPP standard mandates a TMSI reallocation at each clo&hgeation.

major UK and Italian network operatdrseuse previously es- the above-mentioned attack, an attacker could link the yewl
tablished keys instead of performing the authenticatimc@r assigned TMSI with the previously allocated one (packet no.
dure before each execution of the TMSI reallocation procedu 4079).

Figure 7 shows a trace from a UK Lebara SIM card attached

to the Vodafone network performing a location update (packe  This attack would not be possible if a new ciphering key
no. 4063). Then the execution of the authentication pro@du C' K’ was established. In this case, the replayed reallocation
establishes a new ciphering key (packets 4065, 4068) anghessage sent from the adversary and previously encryptad wi
consecutively the TMSI reallocation procedure (packe®340 the keyC'K could not be decrypted by the victim mobile phone
4081) is executed. The subsequent TMSI reallocations gtack using key CK’ and hence the reallocation would fail. The
9691, 9693, 71695, 71697, 92653, 92655) are executed Withowdversary cannot deduce any information from this since it
first performing the authentication procedure and hencgimgu  does not know if the procedure failed because the key was
the previously established ciphering key. changed or because the mobile phone is not the victim one.

The use of a previously established ciphering key enables . ) i
replay attacks such as the one depicted in Figure 6. An attack Two realistic adversar_y scenarios fpr the TMSI reallocatio
controlling a radio device able to sniff and inject message&ttck could be the profiling of user in a defined urban area
over-the-air, first captures a TMSI reallocation commai (¢ O the tracking of a target victim in few selected areas.
second message in Figure 6). Later on, when the MS has ) _ - )
possibly already changed its pseudonym but not yet estedolis An attacker interested in profll_mg user's movements in a
a new encryption key, the attacker can replay the capture8Pecific area (say to few square kilometres) can use ourkattac
TMSI reallocation command (one message before last in Figto trace users’ movements in the area across different days.
ure 6). The victim's MS successfully decrypts the reallmrat  This attacker could use a set of short to medium range devices
message and sends the TMSI reallocation complete messad&om 10m to 1km), requiring an investment of a few thousand
This allows the attacker to distinguish the victim's MS from dollars.
any other that would not successfully decrypt the messade an
thus would not send any reply, even though in the meantime An attacker with a more limited budget interested in
a different TMSI @I'M SI,, in Figure 6) was assigned to the tracking a specific target in few sensitive locations (imagi
victim's MS. For example, the TMSI reallocation packet no.a stalker or jealous partner or over-controlling employer)
71695 in Figure 7 does not achieve its goal since, by exegutinprobably knows his/her victim and his/her habits. For this
purpose short range devices could be used (with an investmen
3UK: Vodafone and T-mobile; Italy: Vodafone. of a few hundred dollars).




File Edit Vview Go Capture Analyze Statistics Telephony Tools Internals Help

S =S -_ _xc® Q +F 4 w2 A EE X
Filter: |gsm_a.dtap_msg_mm_typellgsm_a.dtap_msg_rr_type - Expression... Clear Save
No. Time Source Destination Protocol Info
4063 2012-11-17 18:15:34.371536  127.0.0127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request
4065 2012-11-17 18:15:34.606651 127.0.C127.0.0.1 LAPDm I, N(R)=0, N(5)=0(DTAP) (MM) Authentication Request
4068 2012-11-17 18:15:34.956664 127.0.C127.0.0.1 LAPDm I, N(R)=1, N{5)=0(DTAP) (MM) Authentication Response
4079 2012-11-17 18:15:36.019581 127.0.0127.0.0.1 LAPDm T, N(R)=2, N(S)=Z(DTAP) (MM) TMST Realleocation Command
4081 2012-11-17 18:15:36.019623 127.0.C127.0.0.1 LAPDWM T, N(R)=3, N(S)=2(DTAP) (MM) TMSI Reallocation Complete
4086 2012-11-17 18:15:36.725580 127.0.0127.0.0.1 LAPDm I, N(R)=3, N(5)=3(DTAP) (MM) Location Updating Accept
9677 2012-11-17 18:17:59.583822 127.0.0127.0.0.1 LAPDm U P, Tunc=SABM(DTAP) (MM) Location Updating Regquest
9683 2012-11-17 18:18:00.032586 127.0.0127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request
9691 2012-11-17 18:18:00.974657 127.0.0(127.0.0.1 LAPDm T, N(R)=1, N{S)=1(DTAP) (MM) TMSI Reallocation Command
9693 2012-11-17 18:18:00.974699 127.0.0127.0.0.1 LAPDm T, N(R)=2, N{S)=1(DTAF) (MM) TMSI Reallocation Complete
9698 2012-11-17 18:18:01.6B0638 127.0.(127.0.0.1 LAPDm I, N(R)=2, N(S)=2(DTAP) (MM) Location Updating Accept
71683 2012-11-17 18:43:09.995077 127.0.0127.0.0.1 LAPDm U P, func=SABM(DTAP) (MM) Location Updating Reguest
71688 2012-11-17 18:43:10.328916 127.0.0127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request
71695 2012-11-17 18:43:11.034998 127.0.(127.0.0.1 LAPDm I, N(R)=1, N(S)=1(DTAP) (MM) TMSI Reallocation Command
71697 2012-11-17 18:43:11.035053 127.0.0127.0.0.1 LAPDm T, N(R)=2, N(5)=1(DTAP) (MM) TMST Reallocation Complete
71700 2012-11-17 18:43:11.505078 127.0.C127.0.0.1 LAPDm I, N(R)=2, N(5)=2(DTAP) (MM) Location Updating Accept
92641 2012-11-17 18:51:49.307168 127.0.0127.0.0.1 LAPDM U P, func=SABM(DTAP) (MM) Location Updating Request
92645 2012-11-17 18:51:49.740964 127.0.0127.0.0.1 LAPDm U F, func=UA(DTAP) (MM) Location Updating Request
92653 2012-11-17 18:51:50.447064 127.0.C127.0.0.1 LAFDmM I, N(R)=1, N(S)=1(DTAP) (MM) TMSI Reallocation Command
92655 2012-11-17 18:51:50.447105 127.0.C127.0.0.1 LAPDm I, N(R)=2, N(5)=1(DTAP) (MM) TMSI Reallocation Complete
92659 2012-11-17 18:51:51.153980 127.0.C127.0.0.1 LAPDm I, N(R)=2, N(5)=2(DTAP) (MM) Location Updating Accept

Fig. 7. Trace of a UK Lebara SIM card attached to the Vodafostevark while travelling on a train. The TMSI reallocatioropedure is executed by reusing
a previously established key. The MS first performs a locatipdate (packet no. 4063), then the authentication proeemuestablish a ciphering key (packets
4065, 4068), followed by the TMSI reallocation proceduradiets 4079, 4081). The following three TMSI reallocatigpackets 9691, 9693, 71695, 71697,
92653, 92655) are executed without first performing the auitegtion procedure and hence reusing the previously ksttal ciphering key.

IV. FORMAL ANALYSIS equational theory, writtes: g, as the smallest equivalence rela-
tion on terms, that containg and is closed under application

Often, deployed protocols are subsequently found to bef contexts, substitution of terms for variables and biject
flawed and to be subject of attacks. In this paper we showegbnaming of names.

that the possibility of restoring the ciphering k€Y enables

a linkability attack on the TMSI reallocation procedure.is’h Syntax. The grammar forprocessesof the applied pi-
weakness was hidden in the protocol logic and was not evider@@lculus is the following:
to the protocol designers. This demonstrates that rigorous p Q R := plain processes
formal analysis is needed to (1) give strong guarantees on 0 null
the properties achieved by security protocols, and (2)riglea PlQ parallel
assess the assumptions under which these properties hold. 1p replication
We formally analyse the TMSI reallocation procedure w.r.t. vn.P restriction
a rigorous definition of unlinkability as given by Arapini$ e if M = N thenP elseQ conditional
al. in [25]. In particular, we model the TMSI reallocation c(z).P input
procedure using the applied pi-calculus. We prove that if ¢(M).P output
new session keys are established before each executioe of th
TMSI reallocation procedure, then the attack presentetien t A B,C == extended processes
previous section is thwarted, and the subscriber’'s unkitika P plain process
is preserved by the protocol. A|B parallel
vn.A name restriction

_ _ ve.A variable restriction

A. Applied pi-Calculus M/} active substitution

The applied pi-calculus is a formal language, introduced byrhe null process does nothing. The parallel composition of
Abadi and Fournet [26], for modelling concurrent processes” and @ represents the parallel execution Bfand Q). The
and in particular to ease the reasoning about cryptographieplication of a proces$ acts like the parallel execution of
protocols. In the applied pi-calculus, cryptographic ptives  an unbounded number of copies Bf The name restriction
are modelled as functions and messages are represented thy.P creates a new name whose scope is restricted to
termsL, M, N, T built over an infinite set of names b, c, .. . the processP and then runsP. Thei f construct defines a
an infinite set of variablese,y,z,... and a finite set of process that evaluates the conditidbh = N and behaves as
function symbolsf(Mi,...,M;) € ¥ (which includes the P, if M =g N, and otherwise behaves s Note that we
considered cryptographic primitives). A function symbadttw  check for equality modulo the equational theory rather than
arity O is a constant symbol. Function properties are medell syntactic equality of terms. The message inplt). P repre-
by means of a set of equations defining an equational theorsents a process ready to input from the chann¢he actual
E on the set of possible terms. We define equality modulo thenessage received will be substitutedztan P. The syntactic



is an extended process built frotnand active substitutions

MS v Network {M/.} composed by parallel composition and restriction. The
iy MitM domaindom(¢) of a frame is the set of variablesfor which
IMSI,0TMSI, CK IMSI,0TMSI, CK ¢ contains an active substitutiop /,} such thatz is not
L3_MSG|oTMSI | under restriction. The frame(A) of a processA is obtained

| by replacing every plain process iwith 0. The framegp(A)
represents the knowledgé outputs to its environment. The

| Management of means for ciphering | domaindom(A) of A is the domain ofp(A).
:@ Example 1:Using functions and equations we can define

new n randomized symmetric encryption and pairing. LBt =

{TMSI_REALL_cMD, nTMSI, LAIY: {senc/3, sdec/2,pair /2,fst/1,snd/1}, and consider
— — the equations:

: sdec(k,senc(k,r,m)) = m, fst(pair(z,y)) =
|Store TMSI reallocation commar1c x, snd(pair (z,y)) = y. The first equation allows to de-
{TMSI_REALL |COMPLETE}¢ i crypt an encrypted message, given the knowledge of the

encryption keyk. This is the usual rule to model randomized
symmetric encryption. The rest of the rules allow to decosepo
a pair and retrieve its components.

DeallocateoT M ST | | DeallocateoT' M ST

next sessio As example of processes, we introduce MS and SN mod-

L3_MSG P TMSI, elllng respec_tlvely a mobile station _and a serving network
sharing a private channelck. This private channel models

_ the fact that MS and SN can “securely” establish a shared

after k Sess'or@ session key by executing the authentication procedure. The
private channell models a mobile station’s memory (or state)

L3_MSG,pTMSI recording the currently assigned TMSI. Input messages are

read from thedw channel and output messages are sent on

| Management of means for ciphering | the up channel. We consider an attacker that intercepts all

communications on public channels.

|
| Replay stored TMSIREALL_CMD | Tnit def 3(id)
[
{TMSI_REALL_CMD,nTMSI, LAI}¢k

MS vk mr.d(x).ap(z).dck{ck).dw(y).
if fst(sdec(ck,y)) = TMSI_REALL then
{TMSI_REALL_|COMPLETE}E~K up(senc(ck, mr, COMPLETE)).

d(snd(sdec(ck,y)))
else0

vnid.v sr.dw(z).dek(zck).
up(senc(xck, sr,pair(TMSI_REALL, nid))).
dw(w)

de . .
substitution of a tern?” for the variablez in the processP is v < vdek.((vdvid.(Init [\MS)) [\SN)
denoted byP{"/,}. The message outp@(\M).P describes  The 1t process initializes the MS memory by storing in it
a process ready to send a tefh on the channet and then = e initial pseudonymid. The current pseudonym is stored in
to run P. Extended processes are introduced to represent the memoryd and is sent by the MS with its first message. The
adversarial knowledge. They include plain processes,llpara yis then establishes a session key with the network, modelled
compositions, bindings of names and variables and actiVRere by the communication of a new kel over a private
substitutions. Active substitutions represent the knd@  cpanneldck (note that in this model a fresh session key is
acquired by the adversary as r('asul} of the process exegutioBgiaplished before the execution of each TMSI reallocktion
in particular the active substitutioft'’/, } represent the fact e mopile station then receives a message and checks if it is
that the adversary can access the térfrthrough the handle 5 |egitimate TMSI reallocation command message encrypted
v. We define the set of bounded (resp. free) named)  yy the network using the session kef €st(sdec(ck, ) =
(resp.fn(A)) of a process] as the set containing every name 15| ReaLL). In this case it sends a TMSI reallocation com-
n which is under restrictionvn (resp. not under_ the scope plete ﬁwessage@@enc(ck,mr, COMPLETE))) and updates
bindery n) in A . The set of bound (resp. free) variable¢4)  jts oyn memory with the new pseudonym received in the TMSI
(resp. fu(A)) of A consists of all those variablesbound by  paqji0cation commandi(snd(sdec(ck, y)))). For simplicity,

restriction - or inputu(z) (resp. not under the scope of a \ye 4o not model the eventual updating of the location area.
restrictiony x or inputu(z)) in A. Similarly we definefn (M)

and fv(M), for the set of free names, respectively variablesStructural EquivalenceThe structural equivalence relation de-
which appear in the term/. We say that an extended processfines when syntactically different processes actuallyasgnt
is closed when every variableis either bound or defined by the same process, for example by equatihg B and B | A
an active substitutiod™ /,} for some termM. A frame, #,  which both represent the parallel execution 4f and B.

def
Fig. 6. TMSI Reallocation Procedure Attack SN =



Formally, structural equivalencesf is the smallest equivalence with the environment as defined by the following rules:
relation on extended processes that is closeddzypnversion

of both bound names and bound variables, and closed under c(x).P D p (INPUT)
application of evaluation contexts such that: B
¢(u).P 2 p (OuT-ATOM)

c(u) ’
w (OPEN—ATOM)

A=A | 0 PAaR-0 VU A vu.c(u) A
Al (B|C)=(A|B)|C PAR-A ’
A|B=B|A Par-C
lP=P|P RePL A% A', u does not occur iny (Scopp)
vn.0= NEw-0 DA S pu A
vuvwA=vwru.A New-C
Al|lvu.B=vu.(A|B) NEwW-PAR N
whereu € fv(A) U fn(A) A= A bo(e) N fo(B) =bn(@) N fn(B) =0 (pag)
ve{M/, ALIAS A|B2 A |B

2y =0
M3 A={M/)} | A{M ).} SusT

My y={N/,} whereM = N REWRITE .
G A=B, BB, B=4 (STRUCT)

A A

The rules for parallel composition, replication and resiton
are easy to understand and capture our intuition of the epera The INPUT rule allows a process to input a term from
tors properties. The AAS rule allows to introduce arbitrary the environment through its handle. OuT-ATom allows
active substitutions with restricted scopeUesT allows the a process to output a variable or a channel name, while
application of an active substitution to a process runnimg i OPEN-ATOM enables the output of a restricted variable. The
parallel with it. REWRITE, allows the substitution of terms ScoPE rule says that the scope of nhames and variables not
that are equal modulo the equational theory. involved in the labelled transition is preserved by the siton
relation. The rule Rr allows one of the processes involved
in a parallel composition to evolve. The rulerBJcCT states
SemanticsThe internal reduction relation(—) describes that the labelled transition relation is closed under $tmad
how processes evolve in isolation. Formally, internal ridun equivalence.
is the smallest relation on extended processes closed by
structural equivalence and application of evaluation extst
such that:

Equivalence RelationsStatic equivalence defines classes
of processes having released equivalent knowledge to the
environment. It only looks at the current state of the preess

not at their possible evolutions.

Definition 1 (Static Equivalence)Two closed frameg =
M vn.c andy = vn.r are statically equivalent, denoted=,
i'g{M/f} N (T:r?mm ¥, if dom(¢) = dom(vy) and for all termsM, N such that
M =g en AN (fn(M)Ufn(N)) = 0, we have thatlo =5 No holds if
Q if M#gp N Else and only if M =g N7 holds. Two closed extended processes
A, B are statically equivalentd ~; B, if ¢(A) =, ¢(B).

¢(M).P | c(z).Q
if M = N thenP else@
if M = N thenP else@Q

IRNARA

The labelled bisimilarity relation defines classes of psses
) . whose interactions with the environment are equivalenaahe
Input and output actions on a chanmretan be synchronized, gtep for any possible evolution of the processes. Intujtiveo
resulting in the communication of the terdy through the  rocesses are labelled bisimilar if one can mimic the astion

handlex. Thei f construct evaluates the equality modulo theqt the other step by step outputting the equivalent knoveedg

the processP or the process) accordingly. The evaluation

of M and N may require the application of all the active Definition 2 (Labelled Bisimilarity):Labelled bisimilarity
substitutions in order to obtain the ground equivalent. (i.e(=) is the largest symmetric relatioR on closed extended
containing no variables) of the terndg and N. We denote processes such thatR B implies:

with = the reflexive and transitive closure &f.
) A g B

, o _ e if AS A’ then3d B’ such thatB = B’ and A/RB’
The labelled reduction relation(—) describes how pro-

cesses interact with the environment. The labé$ either an e if A5 A andfu(a) C dom(A) and bn(a) N
input, an output, or a restricted output. The labelled rédac fn(B) = 0; then3 B’ such thatB =%= B’ and
relation extends the internal reduction enabling intéoast A'RB'.



B. Unlinkability of the Fixed TMSI Reallocation Procedure reading a fresh name from its state (modelled by the private

Thanks to the equivalence relations defined above we Cacr;]hanneld) and then sending it on a public channel.

define various security properties. In particular, we caa us

labelled bisimilarity to state a property in terms of unifist vdl(v n.d(ac).di(n}.é(n) | v m.d(m))

guishability of a process from some ideal version ofi.&, a v d!(v n.d(z).d{n).é(x) | v m.d(m))

version which satisfies the required property by constoucti

This is the idea behind the definition of unlinkability preeal This happens because the abstractions ProVerif does for the
by Arapinis, Chothia, Ritter and Ryan in [25]. sake of termination allow the process using the private llan

Intuitively, such definition requires an ideal system to never consume the Input. Hence, once a name is sent on

Puniink, Where each agent can execute the protocol ;ighe private ghannej, that name can be read from it again ar_ld
most once (and hence is unlinkable by construction) to b&9@in, making the two processes not observationally equiva
undistinguishable from a systen®, where each agent can ent. This is one of the reasons that led to the development

execute the protocol an unbounded number of times. Formally?f StatVerif [28], an extension of ProVerif which deals with
stateful processes. However, StatVerif is not suitable un o

Definition 3 (Strong Unlinkability):Let ¥ be a signa- case since it does not yet handle observational equival&oce
ture and E an equational theory for this signature, this reason we carry out a manual analysis instead. In the nex
and let P be a protocol overX of the form P =  section we give a sketch of the proof of the unlinkability loé t
(v m.init. main_protocol). We build the protocol TMSI reallocation procedure (Proposition 1) when perfaime
Pynrpinkg =!(v m.init. main_protocol). We say thatP by establishing a fresh session key prior to each execution.
preserves strong unlinkability iP ~; Pynrink

The definition of strong unlinkability allows us to formally C. Unlinkability Proof Sketch

analyse the TMSI reallocation procedure and establish if To be able to describe the relaticR witnessing that

it achieves the desired unlinkability property when a new - ; ; ;
. . ) X . ~; M we define partial execution steps of the multi (resp.
session key is established prior to each execution of thelTMS;ngle)-session process's components as specified belosv. T

reallocation procedure. processM M ngj represents thé'” mobile station executing
Let the Init, MS and SN processes be as defined in the k" step of its j** session of the TMSI reallocation

Example 1. We define: protocol, while the procesS‘MSf;j represents théi + j)**
def ) ) mobile station executing thé!” step of its unique session.
SSA = wvdwvid(Init | MS) The processSN!, represents th&" step of them!" session
MSA def vd.vid.(Init |!MS) of the serving network. The key point of the proof is to

, , show that processel M S ; andSM S} ; simulate each other.
The processesSA and MSA are respectively a single- \we now give an outline "of how this simulation works, by

session and a multi-session mobile station agent. Singlgsyplaining how to match transitions in the multi-session an
session mobile stations can only execute one session of ”!;‘?ngle—session processes.

TMSI reallocation procedure hence are unlinkable by costr
tion and are part of the ideal system, while the multi-sessio 1)  Any transition within a session of some mobile sta-

agents represent the mobile stations of the real systems i.e tion is a transition fromM M S¥ . to MMS{“’., with
the ones we want to prove to be unlinkable, although they can k' > k. There is always a matghing transition within
execute several sessions of the procedure. the single session of the corresponding mobile station
Let S and M be the two closed processes defined as follows: from SMS¥; to SMSf'j, and vice versa.
def 2) The transitions for the serving network are the same
S = vdek(ISSA|ISN) in the multi-session an the single-session process,
M Y vdek.(1IMSA|ISN) hence they match trivially.

3) The start of a new session for the same mobile station
is modelled by a transition from\/MS?; | MS
to MMS]; | MMS?, . The corresponding transi-
tions in the single-session process, which&ﬂésgj
to SM ST, andInit | MS to SM S, ,, model the

The processS represents an unbounded number of mobile
stations executing the TMSI reallocation procedure at most
once. The procesd/ represents an unbounded number of
mobile stations which can execute the TMSI reallocation
procedure an unbounded number of times. We want to prove

that M andS are labelled bisimilar and hence thit satisfies use of an additional mobile station to simulate this
unlinkability. extra-session. . o .
4)  The use of an additional mobile station in the multiple
However, the presence of the memory (state) for the session process is modelled by a transition from
storage of the currently assigned identity makes the auttoma Init|MS to MMS?,, ;. There is always a matching
verification of the TMSI reallocation procedure not feasibl transition fromjmtu\/jg to SMS?H , in the single-
with the Pr oVeri f tool [27], which is to date the only tool session process, and vice versa. |

able to automatically verify observational equivalencedoh

properties for unbounded processes like the ones condider&o far, this produces a perfect match between transitions fo
in this work. In fact, ProVerif cannot prove the observatibn the multiple-session process and the single-session ggese
equivalence of the following toy processes which model onén cases 1, 2 and 4. In case 3, we still have to find a matching
process sending a fresh name on a public channel and anotheansition for the transition frominit | MS to SJVLS’?’]-Jrl
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without SMS?

being present. In this case we use the fact MX;; é

that SMS?; and SMSerl , area-equivalent and use case
4 to find & matching transition in the multi-session process.

This point is the key part of the proof and shows that the ¢ MK,
single-session system reaIIy models several sessionseof th

same mobile station by using several mobile stations.

We now present this proof in more detail. We start by
defining matching pairs of multi and single-session mobile

stations for each evolution stép

Let:, 7 € N. We denote:

Im'ti,j

MChk; ;

SChk;

MMS3;
SMSY;
MMS;
SMS;
MMS3,
SMS?;
MMS};
SMS};
MMS},
SMS;
MMS;;

SMS?;

MMS;
SMSY;
MMS];
SMSY;

MMS;;
SMS;;

di ; (ids, ;)

if £st(sdec(cki j, vi,;)) = TMSI_REALL then
up(senc(cki,j, mri;, COMPLETE)).
di,1(snd(sdec(cks,;, ¥i,j)))

else0

if fst(sdec(cki,j,yi,;)) = TMSI_REALL then
up(senc(cki,j, mri;, COMPLETE)).
di,j (snd(sdec(cki j, ¥i5)))

else0

x,5).dek{ck; ;).dw(y; ;). MChk; ;
7( ki).dw(yi ;).SChk; ;
dw ( i,7)-MChk; ;
5,5 )-SChk;
]> dw (yz 7) MChk;,;
SXi ;| dek{cki,;).dw(ys, ;).SChk; ;
MXZ'J‘ | dw(yi,j).MC’hkm
SXZ',]' | dw(yiyj).SChki,j
MXi; | MChki {3 /y, ;}
SXi; | SChki,j{Ni'j/yi,j}
MX; ; | up(senc(cki,;, mr;j, COMPLETE)).
d;i,1 (snd(sdec(cki,j, Nij)))
SX;,; | up(senc(cki,j, mr;;, COMPLETE)).
di,j(snd(sdec(cki,j, Nij)))
MX; ;| MK; ;| d;,1({snd(sdec(cki j, Ni;)))
SX; ;| SK;; | dij(snd(sdec(ckij, Ni;)))
MX;; | MK; ;|0
SXZ'_’]' | SKZ‘,]' \%(snd(sdec(ckm, Ni,j))>

MX,;; |0
SXi.,; | 0
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{9 a5}
F {3 a5}

déf {senC(Cki,jv M55 COMPLETE)/I@' }
i,j

SXZ'J'

R

RMS; © Y ckvmr(di (z)up(x).dek(ck).dw(y).
if fst(sdec(cl@ y)) = TMSI_REALL then
up(senc(ck, mr, COMPLETE)).
d; 1 (snd(sdec(ck, v)))
else0
o def | id;; if j=1
Mi; - { nid; j—1  otherwise
$8i,; = idi1, di1, ckin, mrig,. ..,
idij, dij, ckij, mri;
T%i,j déf ’L‘di,1, d7;71, Cki’l, mrii,..., Cki’j, mri,;

Note that a full execution of the TMSI reallocation proce-
dure by a multi (resp. single)-session mobile station goes
through the first6 evolution steps. In particular, a new ses-
sion of the TMSI reallocation protocol can be executed (by
the multi-session MS) only after the mobile station fully
completed the previous session ending up at step- 6
where the synchronization on the memory chanhét en-
abled by the output of the newly allocated temporary idgntit
d; 1 (snd(sdec(ck; ;, N;;))). In case thaf condition is not
satisfied both the multi and the single-session mobilecstati
end up in a deadlock staté & 8).

SN? def vnid;.v sri.dw(z;).dek(zck;).
up(senc(xck;, sri, pair(TMSI_REALL, nid;))).
dw(w;)

SN} def vnid;.v sri.dck(zck;).
up(senc(xcki, sri, pair(TMSI_REALL, nid;))).
dw(w;)
SN? = up(senc(xzck;, sri, pair(TMSI_REALL, nid;))).
dw(w;)

3 dif senc(ck;, sr;, pair(TMSI_REALL, nid;

SN} = {eemelchi ori, paix( D/y.} | dw(w;)
4 dif senc(ck;, sr;, pair(TMSI_REALL, nid;

SN 2 (cky, sry ( J)/yi}

def .
SNZIfJ ; Sle{Ckl’]/xckN

Yiog /yz , i /wzv i /m'dl,r
T /STZ}7 k Z

;L\Z'Zliﬁj d;f m’dm, STi1, .- .nidi,j STi,j

MX;;,MK,;, and SN} (resp.SX; ;,SK;; and SN;) are

the possible active substitutions resulting from one fudtau-

tion of the TMSI reallocation procedure by th& session of

thei*" mobile station in the multi-session system (resp. by the

i+ 7 mobile station in the single-session system)V S; is

the replicated part of the multi-session mobile stationnage

Note that we group the name restrictions and we bring them

in front of the process.

We define the grouped multi-session system component
GMS”[ | representing the leftovers after the executiory of
sessions of thé'” mobile station and the simulating grouped
single-session system compon&rb.S; ;[_| representing the
leftovers after the execution gfsingle session mobile stations



simulating thej sessions of th&" mobile station of the multi-
session system, as follows:

de

GMSi ;1] < vimsijvnidi (MMST, |- | MMS],_, | _|
IRMS,)
GSSi;I] “ vssijwnidi (SMSTy |-+ | SMST; | _)

The grouped multi (resp. single)-session system compsenen
are the building blocks of the bisimulation relation. Theysb
cally define how the grouped single-session MSs can mimic th
structure resulting by the evolution of a multi-session &b

system can do a transition then either one of the groupedksing
(resp. multi)-session system components (i.e. one of(the
respectivelyD;) can do the transition, possibly synchronizing
with one of the Sle components of thePSN,, process
(i.e. the MS synchronizes with the SN. This step models the
establishment of means for ciphering of the TMSI reallarati
protocol); or one of the components under replication is
{mrolled and does the transition; or one of the mobile gtatio
starts a new session (in case of the multi-session system). T
getails of the proof are available for inspection [29].

To complete the proof of Proposition 1 we have to prove

station. We define the symmetric relation between the singlethat the processes obtained after each simulation step are

session and the multi-session system to be:

def

R “ (¢, D), (D, ©):3n,m>0,
A=vdck.(Cy |-+ | Cp | PSN,, [ISSA |ISN),
B=vdck.(Dy |-+ | D, | PSN,, |IMSA [ISN),

whereVi, 1 <i <n,
Hli, k}l” l; > 0,1< kli < 8 such that

Ci = GSS,.,[SMS,% | SNy, =
Vétgi,li-ynidi,j-(SMSZJ | cee | SMSz?,lifl ‘
SMSLy | SSN,,,)

D; = GMS,;,[MMS,} | MSN;;,] =
Z/T,T\LTSi’li.l/nZ'di’j.(MMSZl | ce | MMSZli—l |
MMS,y | MSNy, |IRMS))

thif1

SSNii, = MSNyy, = SNZ,L{ |- ]S ili—1

h17"'7hli—1 >2

= {
-

PSNm = SN711 | T | SN]177L7
for somejy, ..., jm € {0

| LM,

0
SN/

if kli S {1, 2}
otherwise

if LM =0
otherwise

;i —1
l;

)

}

We want to prove thaR is a bisimulation. To ease this proof,
we define a lemma dealing with the bisimulation part of the
proof and a lemma dealing with static equivalence. Infolynal

statically equivalent. This is stated by Lemma 2.
Lemma 2:If (C,D) € R thenC ~; D

In order to ease this proof we define the following substitu-
tions:

def

def

Q

{idi’l/ri,u idi'Z/Ii,w SERE) idi; /%7}

{idi,l/ﬂfi,l’ J\L-g/m)m ) M. /fo}

def rsenc(cki 1, mr; 1, COMPLETE
= { ne(cki,1, b )/ki.17"'?
senc(ck;,j, mry j, COMPLETE)/ }
def "
5 €
onid =

{senc(ckivl, sri,1, pair(TMSI_REALL, nidi’l))/
] Yi, 10

.
senc(ck;,j, srq,j, pair(TMSI_REALL, nzd77))/ }
Yi,j

Moreover, we prove in Lemma 3 that the structure of the frame
of a single (resp. multi)-session system is as follows:

Lemma 3:Let (C,D) € R,C vdek.(Cy | -
C, | PSN,, |'\SSA |\SN),D = vdck.(Dy | --- | D,
PSN,, |IMSA |ISN) then o(C) = vdck.(o(Cy) |
o(Cn)). @(D) = vdek.(p(Dy) | - | ¢(Dy)) wher
Vi,lilgign, lZZO,

|
|
|
e

¢(Ci)) = (@SS, [SMS}), | SSNiy,))
= yéfsi,li.unidi,jmd‘(gffljid |af,<jK |02§iid)
e(Di) = 9(GMSiy,[MMS; | MSN;,))

— — M nid
Vmslvlz"VnZd%de'(Ui,jz‘d

©Jnid

|0k | 05n0)

We then use the obtained frame structure to define a ProVerif
bi-process that generates the frame of the multi-sessidn an
single-session processes. This allows us to automatipediye

the static equivalence. Hence, the full proof combines rmhnu
and automatic techniques. We can now easily prove that the
TMSI reallocation procedure preserves unlinkability if en
session key is established before each execution by proving
the following proposition.

Proposition 1: Let S and M be respectively the single and

Lemma 1 states that the actions of a system can be mimickedulti- session systems as defined in Section IV-B. We have tha

by actions of the other system and vice versa. Formally:

Lemma 1:Let C = vdck.(Cy | --- | C,, | PSNy, [ISA |
ISN), D = vdck.(D; | -+ | D, | PSN,, |\SA |!'SN) such
thatSA = SSA (resp.SA = MSA) and §A = MSA (resp.
SA=SSA)and(C,D) e R
it ¢ 5 ¢ with fo(¢) C dom(C) andbn(f) N fn(D) = 0
thenD % D’ and (C',D") e R for any { € {7, a}.

S%lM.

Proof: We show that(S, M) € R.
Let C = SandD = M, letn 0, m = 0thenC =
vdck.(!\SSA|I\SN)= S andD = vdck.(!IMSA|!SN) =M
and (S, M) e R.
We show thatR is a bi-simulation.
We show thatC ~, D V (C,D) € R: trivially follows by
Lemma 2.

!/
The proof of Lemma 1 relies on the proof of two extra lemmaswWe show that ifC = ¢’ then3 D’ such thatD 2 and

which informally state that if the single (resp. multi)-sies
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(C’, D) € R: trivially follows by Lemma 1.



along with the TMSI reallocation command. The MS checks

MS Network if the received sequence number is in the expected range
IMSI,oTMSI, IMSI,oTMSI, (SQNys < SQNgp). If so it carries on with the reallocation
CK,SQNwus CK,SQNsn of the TMSI. Otherwise the MS aborts the TMSI reallocation

execution, hence avoiding replay attacks.
L3 MSG,oTMSI

| VI. FUTURE WORK

| Management of means for ciphering:CK establis‘1ed In this paper, we were concerned about misunderstanding
regarding the capabilities of pseudonyms reallocatiorvimta
identified critical scenarios in the real implementationtiod
pseudonym changing mechanism, and implementation details
weakening the privacy of mobile telephony users making them
{TMSI_REALL_CMD, nTMSI, LAI, SQNsn}eox linkable, we think it would be interesting to gather dataw@bo
| how widespread these issues are throughout the existing net
| if SQNums < SQNgn | works in an extensive and systematic way in order to caleulat
some interesting statistics. This for example would reifehk
{TMSI_REALL_COMPLETE} critical scenarios are peculiar of a mobile network operato
instead are linked to some specific base station implenientat
| DeallocateoT M ST | | DeallocateoT M ST and to estimate how widespread the user linkability problem

is within mobile telephony systems.

As previously discussed, the TMSI reallocation procedure
Fig. 8. TMSI Reallocation Procedure SQN Fix challenges the currently available state of the art tool for
the automatic verification of cryptographic protocols.sHir,
o because the encoding of internal states is needed in order to
We show that ifC' = " and fv(a) C dom(C), bn(@) N store the currently used MS identity and secondly because th
fn(D) = 0 then3 D’ such thatD =—=- D" and(C’, D') €  modelling of privacy related properties requires automiatdls
R: trivially follows by Lemma 1 B able to deal with the automatic verification of observationa
equivalence. We aim to address this issue in future by dpvelo
V. DISCUSSION ing an extension of the StatVerif [28] tool capable of verify

The experiments we conducted show that the adoptior(l)bservatlonal equivalence properties.

of pseudonyms is not a sufficient condition to ensure the
privacy of mobile telephony users and that real network VII.  CONCLUSIONS

implementations leave plenty of room for tracking attacks. Using pseudonyms is a good mechanism to ensure the
We suggest network operators should adopt activity-rélateser's privacy, provided that there is enough possibilify o
policies in order to prevent active tracking attacks. In@eh  mixing within the network i(e. the user is not the only
the execution of the TMSI reallocation procedure should bga in a given area) which is usually the case in mobile

more frequent even when the MS is in idle state, in order (Qg|ecommunication networks. However, the efficiency of the
prevent mere passive tracking. pseudonym change strategy depends on many factors which

Our formal analysis of the TMSI reallocation procedurethe 3GPP standard leaves as implementation choices.

considers a simplified version of the protocol and abstracts \ya showed that the implementation choices made by
away the establishment @f & through the execution of the oo hetwork operators do not provide a satisfying level of

key agreement protocol. However, it allows us to show thapyacy and leave space for different kinds of trackingck&a

Lhe f.TMSI reg:!or?_ation procedure SEOUId alr\:vays_ be ﬁxe_?lt\‘/fg oreover, we showed that the standard specifications is flawe
y first establishing new session keys, otherwise the nd the TMSI reallocation procedure is subject to a linkgpbil

reallocatlon does not guarantee the unl!nkablllty propérat attack when restored encryption keys are used.
it is meant to provide to the users and is then useless.

Our analysis clarifies that the minimum criteria for the
execution of the TMSI reallocation should be defined and
andated by the standard (otherwise users are linkableseTh
iteria should be activity, time and location dependemc-S
rbndly, implementations that don’t change TMSI at each ckang
€f location make tracking (even passive) easy and hence this
should be forbidden by the standard. Finally, the estatpléstt

The solution we propose and formally verify does not
require any change in the security architecture of mobil
telephony systems. It only requires the standard to specify,
that the reuse of the encryption key is not permitted whe
the key is used to execute the TMSI reallocation procedur
However, frequent executions of the authentication proced

could burden the radio communication and slow down theof new encryption keys before the execution of the TMSI

delivery of mobile telephony services. Alternative s@us o, 5cation should be compulsory (otherwise consedytive
are possible, as for example the introduction of a sequenc

number in the TMSI reallocation command, similarly to the §55|gned TMSI are linkable).

one used to avoid replay attacks against the Authentication The solution we propose as a countermeasure to the replay
and Key Agreement protocol [20]. We illustrate this solatio attack is easily and readily adoptable without changing the

in Figure 8. The network sends a sequence nunsi@n s current system architecture, with the added value of having
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formal guarantees on the achieved privacy properties.dt) fa [14]
we formally proved that if new session keys are established
for each TMSI reallocation execution then unlinkabilitypie-  [15]
served. Our proof of unlinkability is one of the few examgles

the literature of a proof of labelled bisimilarity of a resikzed
protocol. Such manual proofs give useful insights on the wa 16]
one could automate them, and thus pave the way to automating
labelled bisimilarity proofs.

As future work we plan on confirming the replay attack
experimentally, checking if there are or not mechanisms irni7]
place (not stated in the standard) to thwart this attack by
preventing replayed messages from being accepted by the
Mobile Station. Also, a thorough and methodical analysis of
the level of privacy achieved by different privacy policies (18]
would be of great interest. However, this would possibly
require collecting further data about user mobility, agagtén
areas, population density, network coverage and user lmse g19]
geographical area. This kind of analysis goes beyond thaesco
of the present work and is left as future work. Moreover, the
impact of the adoption of the proposed policies on the newor [20]
performances should be studied as well in order to balaree th
offered level of privacy accordingly. (21]
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