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Abstract

In this paper, we propose a reputation-based trust model
for P2P applications and study it a security framework.
This framework makes it easy to reason about the resilience
of the reputation metrics against Sybil attacks. We show that
using the PageRank reputation metric in a P2P system can
make it very vulnerable from Sybil attacks. We then propose
a new reputation metric based on the original PageRank,
and show that it is more resilient against such attacks.

1. Introduction

In Peer-to-Peer (P2P) applications (content distribution,
communication, online market, etc), trust has become more
than just a desirable property, due to the existence of un-
cooperative and even malicious participants. Most prob-
lems caused by such peers can be eliminated if peers can
establish trust among each other and use that to determine
who is trustworthy enough to interact with. The computa-
tional model of trust has recently been studied in details.
In this paper, we will use the model proposed by Mui [5],
which has been widely used. In this model, trust can be
inferred through reputation. Trust and reputation are two
social metrics that are closely related and often used inter-
changeably. However, they are not computationally equiva-
lent. Given Dy, = {1, z2, ..z, } as outcomes of past trans-
actions that involved entity b (x; has value of either O or
1 when the outcome is bad or good, respectively), the rep-
utation of b, repy, is defined as a function of Dj, namely
repy, = 6(Dy). Trust of an entity a towards b is defined
as the expectation that the next transaction between a and
b will have a positive outcome, given the past behavior of
b: Tap = Expc{xar(n + 1) = 1|Dyp}. It can be seen that
trust is always subjective, while reputation can be objective.
Furthermore, reputation may be a good indicator of trust,
especially when there is no other evidence. In P2P context,
the lack of a central authority allows for Sybil attacks [2]
on the reputation metric rep. In such attacks, the adver-
sary obtains multiple identities (or Sybils) and use them to

engineer his reputation. In a P2P-based online market ap-
plication, for example, a Sybil attack can be carried out by
an attacker creating multiple accounts, faking transactions
and good feedback among those accounts.

In this paper, we propose a Sybil-resilient reputation
model for P2P applications. The reputation metrics are
studied in a model that contains a trusted, centralized com-
ponent. We show that the reputation metric based on
PageRank is very vulnerable to Sybil attacks. The degree
of manipulation that is possible in P2P networks is much
worse than that in Web networks. Another contribution is
that we derive clustering information from the network and
utilize that to develop a new reputation metric that is more
resilient against Sybil attacks. This new metric also pro-
duces intuitive reputation values. Our reputation model for
P2P is discussed in section 2. PageRank’s vulnerability to
Sybil attacks is shown in section 3. Our new reputation
metric is discussed in section 4, followed by experimental
studies that demonstrate its resilience against Sybil attacks.
Further discussion and the conclusion are presented in sec-
tion 6 and 7, respectively.

2. Reputation model for P2P

In our model, the building blocks for evaluating reputa-
tion are user feedback in the form of transaction ratings.
A transaction could be an upload/download operation in
content distribution applications, or a buying/selling inter-
action in an online P2P-based market. Entities involved
in transactions give each other ratings based on their sat-
isfaction. More formally, the system is modeled as a tu-
ple (V,T,i,r,Rt). V = {1,2,..n} is the set of peers in
the system. T = {t1,%2,...,t5} is the set of transactions.
i: T~ Vandr : T — V are functions that return the
initiator and responder of a transaction. Rt : V x T — R
returns the rating that one peer gives to another, for a given
transaction. Rt(v,t) is defined iff i(¢t) = v or r(t) = v. We
impose that Rt returns positive values, meaning that nega-
tive feedback is not included in our model.

From this model, we derive a reputation graph G =
(V, E), in which V is the set of peers as above. E is the set



of edges: (a,b) € Eif 3t € T suchthati(t) = aAr(t) =b
ori(t) = b Ar(t) = a. Every edge has an associated
weight, which is defined via a function W : E — RT.
Denote T, = {t € T|i(t) = a Ar(t) = b}, which repre-
sents all transactions that ¢ has with b. Then, W ((a, b)) =
Z(teTab) Rt(a,Tap)

‘Tab‘

We utilize the ideal/real model [6], which is one of the
fundamental technique used in security to define and ana-
lyze cryptographic protocols, to reason about the resilience
of reputation metrics against Sybil attacks. More specifi-
cally, a reputation metric rep is studied in the ideal model,
which consists of a trusted, incorruptible party and all peers
interact directly to that party. The trusted party (TP) collects
feedback from peers, then computes the metric rep. In the
real model, there is no TP and peers interact directly with
each other. A protocol P in the real model that evaluates the
metric rep is at most as resilient as rep. The realization of
such protocol P is at least as challenging as finding a good
metric rep. In this paper, we focus on the latter. An obvious
advantage of having such powerful TP is that we could, at
the moment, ignore the computational problem and focus
on the security (Sybil resilience) property of the reputation
metric.

There exists many different reputation metrics. The orig-
inal PageRank [7] is one of the objective reputation metrics,
as it produces rankings that are agreed by all peers. Ad-
vogato [4] is one of the subjective reputation metrics, as the
rankings are relative to a set of root nodes. Objective rep-
utation metrics are more suitable for P2P systems than the
subjective ones, because many peers do not know each other
in advance, meaning that there may be no paths connecting
them in the reputation graph. In this case, asymmetric met-
rics are clearly unsuitable, as they rely on the existence of
such paths.

3. PageRank reputation metric

PageRank, based on Markov process model (or eigen-
based), is the most well-known symmetric reputation met-
ric. The PageRank model consists of a transition matrix 7'
and a probability value €, called the jumping factor. The
reputation vector Fep’ is defined as the stationary vector
of a Markov process, which is the solution of the equation
rep’ = (1—e).fep. T+ €r

Friedman et al [1] study how PageRank can be manip-
ulated by Sybil attacks and show analytically that with re-
spect to rank increase, one can achieve a dramatic improve-
ment by adding more Sybils. PageRank is designed for di-
rected (Web) graphs, but the reputation graph of a P2P sys-
tem is, on the other hand, undirected. We experimented with
6064-node graphs to see whether such the difference in na-
ture of the graphs affect PageRank’s resilience against Sybil

attacks. The Web graph is derived from actual links taken
from the academic Web link database !. For the same num-
ber of nodes, we generated P2P graphs, whose degree dis-
tribution is power-law or has small-world property. We ob-
serve the attacker’s ranks before and after the attack. Essen-
tially, the improvement in reputation is considerably higher
in P2P graphs than in Web graph. In a small-world graph,
it seems that attacker can obtain the highest rank after the
Sybil attack, regardless of his original rank. It was observed
that the variance of the PageRank distribution of P2P graphs
is smaller than that of Web graphs. As a consequence, a
small increase in reputation value could result in noticeable
increase in rank.

4. Cluster-based PageRank

The intuition behind our reputation metric comes from
the observation that in a Sybil strategy, the attacker creates
links with its Sybils in order to traps the random walk (used
in the PageRank model) as long as possible within its re-
gion. Such a region controlled by the attacker would have
many internal links and only a small number of external
links (to the rest of the network). In other words, these
regions forms graph clusters. We can see that clustering
information of a graph can be very useful in detecting and
dealing with Sybil attacks. In our new reputation metric,
when the random walk arrives at a highly cohesive (clus-
tered region), it adjusts the € value to quickly jump out of
that region and therefore avoid being trapped. We expect
that rankings produced by the new metric to be reasonably
close to those produced by the original PageRank metric.

Given a reputation graph G, our reputation metric, called
cluster-based PageRank (or CPR) consists of a clustering
algorithm C' A, and two functions r and f. CA partitions
G into k clusters C = {C1,Cy,...,C}. r evaluates the
density metric d; for a cluster C;, i.e. v : C — RT. f
translates a density value d; to a ¢; value, i.e. f : RT —
[0,1]. Two nodes in the same cluster are given the same
value of ¢;.

We modify PageRank so that each node has a person-
alized value ¢; instead of a global value €. Using the
power method, reputation of a node ¢, rep; can be evalu-
ated through many iterations as follows:

rephtt = Z(l —€;) - Mj; - rep? + % . Zej -rep? (1)
J J

Any implementation of the algorithm needs to specify

CA, r and f in order to derive the ¢; values. Graph clus-

tering is a NP-complete, problem, but there are many ap-

proaches towards finding good clusters in graphs: multi-

level, hyper-graph, circuit, spectral, ... In this paper, we use

Uhttp://cybermetrics.wlv.ac.uk/database/



the Markov-based clustering algorithm (MCL) [9], which
has been showed to produce good clusters for large graphs.
The intuition behind MCL is that a random walk starting
from a node ¢ in a dense region will tend to stay in that
region for a long time before moving to another region.
Given a transition matrix M (n X n), the algorithm con-
sists of two main operations: expansion and inflation. The
expansion operation, FE.(M), basically extends the cur-
rent random walk to e extra hops, i.e. F.(M) = M¢.
The inflation operation with a parameter [, I';, promotes
the probability of jumping to a node in the local region:

or E.(T) =T and T';(T) = T. The matrix T is extremely
sparse and its structure is interpreted as clusters.

5. Experimental study

We study the resilience of our reputation metric against
Sybil attacks with different reputation graphs. We use re-
sults from recent studies of P2P systems [8, 10] to generate
graph topologies that are similar to those of real P2P sys-
tems. In particular, small-world graphs are generated using
the Watts-Strogatz model and have the clustering coefficient
value of 0.018. Power-law graphs are generated with the
Eppstein model. Size (of both small-world and power-law
graphs) is varied from 1,000 to 50,000 nodes.

In the attacker model, we assume only one Sybil attack
happens at a time. Initial ranks of the attacker A (before the
attack) are varied from the top 1% to 95%. A will create a
number of Sybils s (as large as 5% of the number of nodes).
We will discuss here the results for a simple Sybil strategy,
in which A has links to and form its Sybils. The Sybils are
not connected to each other.

For the implementation of the CPR algorithm, MCL is
chosen to derive clusters from the graph. The density metric

. N # external Links of C; : .
isr(i) = 5= Ginternal Links of ¢y 1 he mapping function

is f(i) = ¢; = 0.1570),

Figure 1 and 2 show the resilience of CPR against Sybil
attacks, in comparison with the original PageRank (PR)
metric. One striking fact is that under PR, attackers can
always obtain the highest rank. We observed that the dis-
tribution of PR values in P2P (undirected) graphs has small
variance, thus a small increase in PR value can result in
great improvement in rank. Our reputation metric demon-
strates substantial resilience against the attacks. In small-
world graphs, the new ranks are very close to the initial
ones and sometimes even higher (attackers get punished).
In power-law graphs, attacks caused by very highly-ranked
nodes are hard to detect, but as the initial rank of the at-
tacker decreases, the metric gets more and more effective
in detecting the attack. We also vary number of Sybil per
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Figure 1. Resilience under power-law graph,
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Figure 2. Resilience under small-world graph,

7 Sybils per attacker



attacker s (the result is not shown due to space constraint).
We find that ratios % vary around 1, even when the
attacker controls 1000 Sybils (or 5% number of nodes in the
network). Thus, CPR works well against powerful attack-
ers.

To assess the intuitiveness of rankings produced by the
CPR metric, in the absence of Sybil attacks, we use nor-
malized minimum Kendall distance [3] metric to measure
the similarity between two rank lists (produced by PR and
CPR). The larger the distance, the more dissimilar the two
lists are. We also compute the Kendall-distance of the top
T ranks (first T elements of the lists). The results reveal
the difference in K-distance values between power-law and
small-world graphs. In either case, the top 100-rankings
produced by CPR are quite similar than those produced
by PR. More specifically, the K-distance values are always
smaller than 0.4. Such values for the complete lists are even
smaller: less than 0.05 for small-world graphs and 0.2 for
power-law graphs.

6. Discussion

We have showed the proof of concept of how cluster in-
formation could help to alleviate the effect of Sybil attacks.
In addition, there exists several open questions for the fu-
ture work. First of all, scalability of the algorithm (in term
of number of nodes it can handle) can be improved. Cur-
rently, MCL is the major bottleneck, as it requires a lot of
large-matrix multiplications. On the other hand, our cluster-
based PageRank model is generic and other graph clustering
techniques can be investigated. Their performance (both in
term of computation requirements and clusters quality) can
be significantly different. Secondly, functions r and f in
the CPR model can be chosen differently. » must generate
meaningful values, i.e. dense clusters have the number of
internal links considerably larger than the number of exter-
nal links. Also, if r indicates a very dense region, f should
give it a high value of e. Thirdly, more formal, analytical
study of the CPR algorithm is necessary. Finally and most
importantly, it must be noted that we are studying our met-
ric in the ideal model. As a result, we rely on a trusted,
powerful party that collects data and constructs the com-
plete reputation graph. For the metric to be used in real
P2P environments, P2P protocols must be realized to se-
curely implement this metric. Such realization process must
at least constitute of realizing the distributed PageRank and
distributed graph clustering computation.

7. Conclusion

In this paper, we have developed a Sybil-resilient
reputation-based trust model for P2P systems. We proposed

a new reputation metric based on the original PageRank
metric and the graph clustering information. We employ
the ideal/real model, which is mostly used in studying se-
curity protocols, to reason about the resilience of our met-
ric against Sybil attacks. We showed that the PageRank
metric is even easier to manipulate in P2P (or undirected)
graphs than in Web (or directed) graphs. Our reputation
metric (cluster-based PageRank or CPR) consists of a clus-
tering algorithm and two functions 7 and f. Results from
experiments with a particular implementation of CPR are
encouraging. Specifically, Sybil attackers (even the power-
ful ones) are unlikely to be able to increase their reputation.
In the absence of Sybil attacks, CPR produces meaningful
and intuitive rankings, as they are similar to those produced
by PageRank.

We identify several directions for the future work. Dif-
ferent clustering algorithms and choices of functions r and
f could lead to very different performance. Formal analy-
sis is necessary to yield more convincing arguments for our
reputation metric. Finally, P2P protocols that implement
PageRank and the graph clustering algorithms are needed
so that our reputation metric can be fully realized in decen-
tralized environments.
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