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Abstract. This paper presents an analysis of biometric authenticdtiosigna-
ture creation application. We extend the established pobtim order to verify
the two properties: secrecy and safety. We have analysegrttecol using ap-
plied pi calculus and ProVerif. The verification of the segrproperty shows that
the protocol holds the biometric data securely while théfieation of the safety
property shows that an intruder could not deceive the agtitio to allow her to
sign any document using a legitimate user’s signature.

1 Introduction

Biometric user authentication is a way to authenticate ser by using his biometric
data: fingerprint, face recognition, or iris, for exampléometric data cannot be con-
sidered a secret in the way that private keys or passworddrcaontrast with private
keys, biometric data is given to possibly hostile hosts tictvla user wishes to authen-
ticate. In contrast with passwords, biometric data caneatttanged, and a user cannot
conveniently choose different biometric data to preserdifferent hosts in the way
that one might use a different password for a webmail accasrior a bank account.
Moreover, in contrast with keys and passwords, biometria gaich as user’s facial
characteristics and fingerprints are in the public domail, @an be captured without
the user’s consent or knowledge.

For this reason, protocols for biometric authenticatioowgt rely on proof of fresh-
ness of biometric data and cannot rely on its secrecy. Neskass, these protocols
should protect its secrecy; we take the view that biome@iadhould be kept private
as a matter of good practice. In this respect, it is rather ¢itedit card numbers, which
are not really private, since we voluntarily cite them on fine and by unencrypted
email, and allow restaurateurs and other retailers to leatidi cards bearing them in
our absence. Nevertheless, it seems sensible not to alldwdaia to be spread around
without restriction. The same idea applies to biometriad&ven if user's biomet-
ric data (BD) could be captured by agents having access totnsurfaces the user
touches, or agents to whom the user authenticates, it shotiloe unnecessarily made
easy for malicious agents to acquire it.

Processes involved in a biometric authentication couldlassified as two steps:
enrolment and verification. In the enrolment process, ther'sisegistered biometric
code (BC) is either stored in a system or on a smart card whiklept by the user. In



the verification process, user presents his biometric &g {o the system so that the
biometric data will be compared with the stored biometrideoUser verification can
either be carried out within the smart card, a process calfedard matching, or in the
system outside the card, known as off-card matching.

The on-card matching algorithm protects the user’s storechétric code. The bio-
metric code is not necessarily transferred to the outsigd@@mment if using this type
of matching. Even though the biometric data is not considiezde secret, the protocol
should not reveal it without the user’s agreement.

When the biometric data is used for biometric authenticatioshould not only be
protected from disclosure to an attacker, but also its orifiould be guaranteed; this
prevents an attacker presents the previously captureddir@rata to the system in
order to authenticate himself as the authorised user.

One of the applications that can use biometric authentioats part of the applica-
tion is signature creation application. The applicationsgd for signing a document,
for example by using user’s key which is stored in smart cardyrder to proof the
originator of the document. The application using bionwedtithentication protocol not
only challenges with the classical problem, inappropriiselosure of biometric data
to an intruder but also the specific problem to the applicatgignature creation ap-
plication, such as an intruder deceives the applicatiorign Ber document using an
legitimate user’s signature.

Our paper demonstrates a protocol that uses an on-cardimgtalechanism to pro-
tect the stored biometric code, and an encryption and cgypthic checksum mecha-
nism to protect the presented biometric data. We also extemgrotocol to complete
the signature creation so that the safety property can bigseth We analyze the pro-
tocol and verify the intended properties of the protocol.

2 Description of Protected Transmission of Biometric User
Authentication Data for an On-card M atching Protocol

This protocol is presented by Waldmann, Scheuerman andrEdqe The protocol
prevents the user’s biometric data from escaping from a btadmreader and protects
the data packet using a cryptographic mechanism.

A signature creation application that stores the users éiomcode on a smart
card is used here to illustrate this protocol. This appitwatnables the user to sign a
document using his private key. The user’s private key isest@mn the smart card. It
will be released if the user is successfully verified by usiiggbiometric data.

The physical setup of the system is shown in Fig.1. The systemists of a PC and
a terminal case. The PC contains a service application ssitheasignature creation
application. Inside the terminal case are the security reodard (SMC), tamper resis-
tant terminal, and user card containing the user’s credksntin order to prevent fraud
and interruption from an intruder, the fingerprint readerc{uding biometric feature
extraction), secured viewer and smartcard interactionute(SIM) are embedded in
the tamper resistant terminal.

Let us describe the biometric authentication process #iatst place when the user
wishes to sign a document using his signature. The user, iB#@s, his PC to open the



signature creation application and he is shown a documanthé secured viewer. If

he agrees to sign it, he will present his biometric data (is éxample, his fingerprint)

to the sensor. The security protocol is performed via SIMrigeo to validate the user

(detailed description in the next section). If the userfieation is successful, the user
card will release Bobs signature to sign the document. Tdrersj process is performed
inside the tamper resistant terminal.
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Fig. 1. The physical setup of how components are connected

Fig.2 illustrates the processes involved in the securittquol. The three compo-
nents of the system that perform the security functionslzeeMC, the SIM and the
user card.

The SMC is responsible for generating the session keys fanyption and decryp-
tion of biometric data. It is a plug-in card to give flexibylito the manufacturer of the
service system. For example, the certificate of the seryistem can be changed easily,
if necessary. The user card holds the user’'s biometric cadeother user credentials
such as the user’s signature if the service system is usesigoature creation. The
SMC and the user card cannot communicate directly and asgdeuthe tamper resis-
tant terminal so the SIM is responsible for the security peot between the SMC and
the user card.

Let us briefly describe how the protocol proceeds. The legite user, Bob, holds
his user card, which stores his biometric code and privaje Refore user authenti-
cation, the SMC and the user card perform mutual autheiditae.g. by using the



Needham Schroeder Lowe protocol; if this succeeds, thelyoaltulate the session
keysSK.CG andSK.CC, and the initial value of the send sequence courfiéi(f).

Apart from the new generated session keys, the SMC holds k&ats,*SK.CC and
*SK.CG, which are generated by the manufacturer. These keyaso installed in the
SIM.

The CC which is included in the notation denotes the crygtplgic checksum for
ensuring data integrity while the CG represents the cryatogwhich is used for data
encryption. Consider the following example that represehe message M, which is
encrypted using keySK.CG and then hashed usih§K.CC as key.

{M}isk.ce [|Hisk.cc({M}isk.cc)

The receiver of the above message could check the intedtitngaseceived message
by performing the hash function of the first argument and dwmnparing the result with
the second argument. Moreover, the receiver could get theenbof the message by
performing message decryption using static kK8.CG. The same idea applies to the
message that uses the session key for encryption and hafofun

In order to sign a document using his electronic signatugdy B shown the doc-
ument via the secured viewer. The secured viewer is propieseahsideration of pre-
venting an attacker that could interfere with the signahef PC monitor. It is installed
in the tamper resistant terminal so that an intruder couldimerfere. If he agrees to
sign it, he presents his fingerprint to the biometric reatlat is situated in the tamper
resistant terminal. To prevent replay of the presented biomdata, the SMC invents a
fresh random nonce and sends it to the SIM to verify that theived message is fresh.

Before sending Bob’s biometric data to the SMC, the SIM episit with*SK.CG
and also carries out the cryptographic checksum of encdypger's biometric data
using*SK.CC and the nonce.

After the SMC receives the message, it verifies its authigptmd validity. If this
check is successful, it will send a reply “OK” back to the SIMhe SIM then sends a
sign command to user card.

The SMC calculates the cryptogram of the biometric data, thedcryptographic
checksum of the cryptogram along with the user command hygusie session keys
(SK.CG andSK.CC) and sends this packet to the SIM. On receipt, the SIM fore/tris
data package to the user card. The user card deciphers tkegeachecks the correct-
ness, and verifies the received biometric data against tinedsbiometric code. Then
the user card sends the result of the verification as well@asryptographic checksum
of the result back to the SMC via the SIM. The SMC verifies theexiness of the data
it receives and the result of the user’s verification. A gesitesult leads to the agree-
ment of the signing process by the user card, the detail oflwisibeyond the scope of
this protocol.

3 Completing the Protocol : Creating the Signature

It is necessary to extend the protocol, as described in tbeiqurs section, in order to
completely verify the protocol and its properties. Here,gile some observations on
the protocol and explain how the protocol should be comglgtesignature creation.
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Fig. 2. The message sequence chart of [1]




One of the purposes of the protocol is to enable the user to thig document
using the user’s stored private key stored on the smart dardcerify the protocol
and guarantee correctness, the protocol has to be exteAttedthe user biometric
authentication succeeds (more precisely after the medgades finished), in order to
sign a document using the user’s key, the SIM sends a hashfaalthe documentto the
SMC. The hash value of the document is encrypted with onesostiditic keys* K.CG.
The SMC deciphers it and forwards the hash of the documenthat encrypted by
the session key (shared by the SMC and the user &G to the user card. The user
card signs the hash value of the document and sends it bale& 8IM. The document
is signed only if the user is satisfied with the document hevsi&om the terminal
(via the secured viewer in the tamper resistant terminaladcordance with signing a
document, the rest of the protocol should be completed asrshoFig.3.
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Fig.3. The message sequence chart for signature creation

4 Capabilities of the Attacker

A Dolev-Yao style attacker can generate, mix, and replaysagss transmitted in chan-
nels [2], even in cabling communication.

Biometric authentication uses a biometric reader in ordeetrieve the user’s bio-
metric data. It is connected to the system via a USB cableddiitian, if a smart card
is used to store the user’s biometric code, a smart card rémadéso connected to the
system.



Although a smart card is a tamper resistant device in whielstbred value cannot
be modified without using the appropriate protocol, an &gacan still listen to the
communication signal between smart card and reader. Thexgiototype model that
can be used as an example to describe this concept [4]. The cand itself does not
have a display; it needs another device then, i.e. a smattreader, to show any value
to the user. Communication between the user and the smdrntruzst take place via the
reader. If it is modified by a corrupted merchant, informatflow between the smart
card and the card reader can be intercepted. So if the smdriscased for storing the
biometric code for user verification, the attacker can tigtethe messages and capture
this data easily.

5 ProVerif Modd

ProVerif is a protocol verifier developed by Bruno BlancHhedt that is able to take as
input a variant of the applied pi calculus [6]. This tool hash used to prove the secu-
rity properties of various protocols [7—10]. It can be usegtove secrecy, authenticity
and strong secrecy properties of cryptographic protodbtsan handle an unbounded
number of sessions of the protocol and an unbounded message. 9 he grammar of
processes accepted by ProVerif is described briefly below.

In order to verify properties of a protocol, query commands/rhe executed. The
query ‘attacker: m’ is satisfied if an attacker may obtain thessage m by observing
the messages on public channels and by applying functiotieetn. The quergwv :
flx1,...,zy) = ev: f'(y1,...,ym) is satisfied if the event’(y1, . . . , ¥, ) Must have
been executed before any occurrence of the efént, . . ., z,,).

An advantage of using ProVerif as a verifier is that it modelsadiacker which is
compliant with the Dolev-Yao model automatically. We do need to explicitly model
the attacker.

P,Q,R processes

0 null process

P|Q parallel composition

new n; P name restriction

new x; P variable restriction

if M = N then P else Q conditional

eventx; P event launch

letx=MinP replace the variable x with the term M in process P
in(M,x); P message input

out(M,x); P message output

5.1 Signatureand Equational theory

In our model, ProVerif uses the following signatures andatigus for calculating and
solving messages. The functigetkey retrieves the public key of the particular identity
from the public key table which is stored in the server. Initidd, getkey is coded as
a private function to prevent components, other than thogalving the system, using



this function. The symmetric encryption and decryptiondtimns are utilising using
senc and sdec respectively while the asymmetric encryption and decoypfunctions

are done usingnc anddec. In order to resolve an encrypted message, ProVerif uses the
decryption equation to decrypt a message using a recogk&ed he signed messages
are extracted using thahecksign equation. In our ProVerif model, some messages are
hashed using such hash functions as h, g, or f. These hastiohmanplement two
arguments; one is a key while the other one is a message ¢onten

(*Sgnature*)
private fun getkey/1(* key retrieval*)
fun sk/1. (*session key*)
fun senc/2. (* symmetric encryption*)
fun sdec/2. (* symmetric decryption*)
fun enc/2. (*encryption*)
fun dec/2. (*decryption*)
fun sign/2. (*signature*)
fun checksign/2.  (*recovering signature*)
fun pk/1. (* public key*)
fun host/1. (* host function*)
fun h/2. (*hash function*)
fun g/2. (*hash function *)
fun f/2. (*hash function*)
fun hashDoc/1. (* hash function for a document*)
(* Equation*)

equation getkey(host(x)) = x.

equation sdec(senc(x,K),K) = x.
equation dec(enc(x,pk(y)),y) = x.
equation checksign(sign(x,y),pk(y)) = x.

5.2 SMC Process

This process represents the operations and message tsaisméssociated with the
SMC. First, the SMC performs mutual authentication withtiser card. It is not stated
how this is done in [1]; we have used the Needham Schroedee poatocol. If success-
ful, it will calculate session keysSK.CG andSK.CC) and SSC from the authentication
nonces.

The user’s biometric data package is received and decighdext, it encrypts and
calculates the cryptographic checksum of the biometria,datd sends it to the SIM.
If the user’s authentication is successful, it will recetilue verification result back from
the user card, send the reply back to the SIM, and wait for tsh lof the document
to be sent back. After receiving the hash of the documentjlitwerify the validity
of the document, encrypt, and calculate the cryptograpghecksum of the hash of the
document with the session keg&.CG andSK.CC respectively.

let SMC =
(* Authentication usi ng Needham Schroeder



Lowe Protocol =)
in(c, hostX);
| et host SMC = host (pkSMC) in
out (c, (host SMC, host X)) ;

in(c, ns);

| et (pkX, =host X) = checksi gn(ns, pkS) in
new Na;

out (¢, enc((Na, host SMO) , pkX));

in(c,m;

| et (=Na, NX2, =host X) = dec(m skSMC) in
out (¢, enc(NX2, pkX));
I et SKCG = h(Na, NX2) in
l et SKCC = g(Na, NX2) in
let SSC = f(Na, NX2) in
(» After the authentication succeedsx)
new n;
out(c,n);
in(c, (nmL, n2));
if h((sSKCC, n),nl) = n2 then
(
| et BDreceived = sdec(nil, sSKCG in
out (c, K);
in(c, m3);
| et BDsenc = senc(BDreceived, SKCG in
out (¢, (BDsenc, h(( SKCC, SSC), (mlL3, BDsenc))));
in(c, (8, m));
if h((SKCC, SSC),nB) = nD then
if mB = success then
out (c, K);
in(c, (m6, m7));
if h(sSKCC, nl6) = ml7 then

(
let ML = sdec(ml6, sSKCG in
| et Misenc = senc(ML., SKCG in
out (¢, (MLsenc, h(( SKCC, SSC), MLsenc)))
)
).

5.3 SIM Process

In the real-life model, the user is presented with the doauirtiet he will sign using his
key on the secured viewer. If he agrees to sign it, then heeplhis biometric data on
the biometric reader which is installed in the SIM. Therefdor ease of understanding,
in the ProVerif model, the document that the user wants to sgcreated within the
SIM. The SIM receives a fresh random nonce and then sends#rs biometric data
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encrypted withr SK.CG, along with the cryptographic checksum created usigg.CC,
and the nonce, to the SMC. When the SIM receives the signal e SMC that the
user’s biometric data is correct, it sends the user’s conthaarthorizing the signature
as areply.

The SIM carries out the security protocol between the SMCtaeduser card by
receiving and forwarding messages between those two coemp@nAfter the user’s
authentication succeeds, the SIM generates the hash viathe document, encrypts
it, and calculates its cryptographic checksum. It then sehese data to the SMC. The
SMC is waiting to receive the document which is to be signethieyuser card.

let SIM=
(* communi ati on nmessages start *)
in(c, nx);

i n(user ChBD, BD) ;
i n(user ChText, user Text);
| et BDsenc = senc(BD, sSKCG in
out (c, (BDsenc, h((sSKCC, nx), BDsenc)));
i n(c, n20);
if M0 = K then
(
out (¢, user Comrand) ;
in(c,(m, nb));
out (c, (nd, nb));
in(c, (6, n7));
out (c, (nB, n7));
in(c, okm;
if okm= OK then
(
| et digest = senc(hashDoc(userText),sSKCG in
out (c, (di gest, h(sSKCC, di gest)));
in(c, (m3, m4));
out (c, (nl3, m4));
i n(c, mMLb)
)

5.4 UserCard Process

First, the user card executes the mutual authenticatidnthit SMC. Then, it calculates
the session key&K.CG andSK.CC, andSSC. Next, the user card awaits a package of the
user’s biometric data. It verifies the validity and autheityiof the received message.
It decrypts the package and verifies the received biomeéatia dgainst the stored bio-
metric code. If they match, the verification result is seteshccessful. In our ProVerif
model, they are always set to match so that we can verify thi@pol until the end (the
signing process of the document) without blocking througjtufe in biometric verifi-
cation. The verification result is sent out along with theaiseim of the result which is
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computed usin@K.CC. Then, it acquires the hash of the document and signs it using
the user’s signature, which is stored in the user card.

| et UserCard =
(* Authentication using Needham Schr oeder
Lowe Protocol =)
in(c,m;
| et (NY, hostY) = dec(m skUserCard) in
| et hostUserCard = host (pk(skUserCard)) in
out (c, (host User Card, hostY));

in(c, ns);

| et (pkY, =hostY) = checksi gn(ns, pkS) in
new Nb;

out (¢, enc((NY, Nb, host User Card), pkY));
in(c,nB);

if Nb = dec(nB, skUserCard) then
l et skcg = h(NY,Nb) in
l et skcc = g(NY,Nb) in
let ssc = f(NY,Nb) in
(*» The authentication succeeds,
nmessage conmmuni cation starts *)
in(c, (mo0, m1));
if h((skcc,ssc), (user Command, nil0)) = mll t hen
(
| et BDsdec = sdec(nlO, skcg) in
if BDsdec = BD t hen
et SW= success in
et ml2 = h((skcc,ssc),SW in
out(c, (SWmL2));
in(c, (m8, m9));
if h((skcc,ssc),nl8) = ml9 then

(
let M2 = sdec(ml8, skcg) in
out (c, sign( M, skUser Card))
)

55 U process

To demonstrate user interaction in the protocol, we modelgtocess U. The user
receives a document and checks it. If he is satisfied with dm¢ents, he will place his
finger on the reader.

let U=
in(TextCh,t);
if t = Text then
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out (user ChBD, BD) ;
out (user ChText,t).

5.6 Sprocess

In order to authenticate identities using the Needham SclenlLowe protocol, the
server is modelled using process S, which is used for progi@di public key to the
identity. The server process receives the request fromdaetity o that it wants to
communicate with identity. The server process retrieves the public key of the identity
b from the server’s public key table. It then signs the packafgbe public key and the
identity b using its private key and outputs to the channel. The receivthis package
ensures that the public key it received comes from the gensginver by checking the
signature. The public key will be used later in the receivexcgss in order to perform
the Needham Schroeder Lowe authentication which needsuthieckeys for decryp-
tion.

let S =
in(c,m;
let(a,b) = min
l et sb = getkey(b) in
out (c, sign((sh,b), sks)).

5.7 Main Process

In the main process, the static keySK.CG and* SK.CC, and the private keys of the
SMC, the SIM and the user card are created. Private charorsef user's document
and biometric data are set up. The public keys of each of thgooents are distributed
on the public channels. There are m&WC, S M, user card, andU processes in the
system. The U processes represent Alice and Bob who inpuidhements and the
biometric data.

process
new user ChBD;

new user ChText ;

new Al i ceText Ch;

new BobText Ch;

new BobBD;

new Al i ceBD;

new sSKCG

new sSKCC,

new skSMC,

I et pkSMC = pk(skSMC) in

out (c, pkSMO) ;

new skBobUser Car d;

new skAl i ceUser Card,;

| et pkBobUser Card = pk(skBobUserCard) in
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| et pkAliceUserCard = pk(skAliceUserCard) in
out (¢, pkBobUser Card) ;

out (c, pkAli ceUserCard);

new skS; let pkS = pk(skS) in

out (c, pkS);

lout (Al'i ceText Ch, Ali ceText);

! out (BobText Ch, BobText);

(('S) | ('SMO) | 'SIM|

(let TextCh = AliceTextCh in
let Text = AliceText in
let BD = AliceBDin !'U |

(let TextCh = BobTextCh in
| et Text = BobText in
let BD = BobBD in 'U) |

(let skUserCard = skAliceUserCard in
let BD = AliceBD in !UserCard) |

(let skUserCard = skBobUserCard in
let BD = BobBD in !UserCard))

6 Analysisof the Protocol

A signature application protocol is used as an example ofgdsiometric authentication
in order to verify the user who uses the smart card to sign aigheat that he is the
correct user.

An intruder could interfere between the smart card and soeard reader to try to
listen to the communication and capture user’s biometria f. Moreover, an intruder
could play with messages to lead a legitimate user to sigmiessages.

6.1 Secrecy of the Biometric Data

This property is used to verify that the protocol does noeed\the user’s biometric
data without permission. Even though we consider the bidmadata to be public, it is
good practice to keep it private so that no one else excepehder and the receiver
knows the content of messages. The protocol should not dhevdata presented by
user to be announced to others. Analysis of this propertifieerwhether an attacker
can intercept the biometric data when it is sent from one aomept to another. In our
model, the biometric data is represented as BobBD, the hiordata of legitimate
user, Bob. The ProVerif implementation is:

query attacker : BobBD
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ProVerif responds to thguery command by using a Dolev-Yao style attacker to
attempt to compose or decompose messages and establistendnmeattacker can reach
the biometric data (BobBD).

6.2 Safety

This property is used to verify that the document is signely drthe user’s authen-
tication is successful and that only the legitimate usemsifpe agreed document. We
analyze this by checking whether an attacker can sign soenelse’s documents using
the signature of the legitimate user. From our assumptiecheck whether an intruder,
Alice, can intercept messages to make the legitimate uséx, 8gn her document. The
ProVerif implementation is:

query attacker : sign(AliceText, skBobUser Card)

ProVerif analyzes thiguery command by checking whether an attacker can sign
AliceText (which is not the document that is shown to thetletate user, Bob) using
Bob’s signature. We assume that the user’s signature isatine &s the private key of
the user card that the user holds.

7 Conclusion

We have analyzed two properties of the protosetrecy andsafety

Although we consider the biometric data to be public, we stled to verify that
the protocol which uses this resource does not reveal itowithhe user’s consent.
The data should not be revealed to anyone who is neither tiges@or the intended
receiver. The positive result of the verification illuseatthat the presented biometric
data remains private within the protocol and an attackenctacquire it.

The positive result of the safety property shows that théqua guarantees that
even if the presented biometric data is captured from theigue submitted data packet,
it cannot lead the user card to sign a document that the uset isilling to sign.

Since the biometric data can be captured (as explain incset)i, the hardware is
required to be capable of ensuring that the biometric dadacbeme from the user’s live
presentation, not (for example) a fake rubber finger.

The properties of the biometric authentication protocadtd be proposed and
stated clearly when creating a biometric authenticatiastqmol. In future work, we
will consider which properties are desirable of a biomedtithentication protocol.
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