APPENDIX

The following Appendices are devoted to the proof of Prajimsil which establishes that using new session keys at €sl&i fieallocation
provides unlinkability to MSs. In Appendix A we introduceetimecessary definitions and notations. Appendix B providesptoof of
Lemma 3 which establishes the bisimulation part of ProosR?, while Appendix C details the proof of Lemma 5 which estdi#is the
static part of Proposition 1.

In our quest to understand how proofs of labelled bisintyariork, and which are the key arguments on which they usually we took
the party to detail all the cases even those that look mechlarihis is particularly true for the proof of Lemma 3.

A. DEFINITIONS AND NOTATION

The processeMS and SN model respectively a mobile station and a serving netwogkis a private channelick (the latter models the
fact that MS and SN can “securely” establish a shared seksiphy executing the AKA protocol) are defined as follows:

MS = yckymr.d(X).ap(x).dek(ck).dw(y).
if £st(sdec(ck,y)) = TMSI_ReaLL then
Up(senc(ck, mr, CompLetE)).d(snd(sdec(ck, y)))
else0
SN = vnid.v sr.dw(Z).dck(xck).
up{senc(xck, sr, pair(TMSI_ReaLt, nid))).dw(w)

We also have the following processes, defined earlier:

Init = d(d)
ssa E ydyid.(Init| MS)
MSA € yd.vid.(Init 'MS)

Init is the memory initialization procesSSA and MSA are respectively a single-session and a multi-sessionlenstiaition agent.

Let S andM be two closed processes defined as follows:

s T ydek((vdvid.d(dy | MS) [ISN))
€ ydck (!SSA|ISN)

M = ydek(I(vd.vid.(did) |IMS) |ISN))
=  ydck (IMSA[ISN)

The process$ represents an unbounded number of mobile stations exgdh#nTMSI reallocation procedure at most once. The probtss
represents an unbounded number of mobile stations whickxagute the TMSI reallocation procedure an unbounded nuailienes.

In the following, the processt MSi‘fj represents th#" mobile station ready to execute tkié step of thej" session of the TMSI reallocation

protocol and the proceSMSi‘fj represents the+ j single session mobile station ready to executekthatep of the TMSI reallocation
procedure are. They are defined as in Section 4.3.

We define the grouped multi-session sys®8MS; ;[ ] representing sessions of thé" mobile station and the simulating grouped single-
session systei®@SS; ;[ ] representing single session mobile stations simulating freessions of thé" mobile station of the multi-session
system, as follows:

GMSijL] = v vnidi (MMS], |-~ | MMS],_| | _IRMS;)

def — -
GSSij] = v&sjvnidi(SMS]| |-+ |SMS],_ | )
le{j-1j}

We define a symmetric relation between the single sessiothenaiultiple session system. Let



R “( (€ D.,DC:Anm=0

A=vdcek(Cy|---|Cn| PSNm |!SSA|ISN),
B=vdck (D1 |- | Dn| PSNy [[MSA [ISN),
wherevi, 1<i<n, 3, k;, i 20,1<k, <8
such that
Ci = GSSi,[SMS;} | SSNij] =

v, nidi.(SMS], | --- | SMS], _; |

SMs; | SSNiy)
Di = GMS;[MMS;{ | MSNi,] =
v .vnid; . (MMS], | - | MMS/| |

MMS:f'l'l | MSN,, IRMS)

by
SSNiAIi = MSNiJi = SNlhi [ SNi,Il:j[ [ Lh|| )
hy,....hy1>2
h 0 if ki, € {1, 2}
LM = " :
SN, otherwise

-1 ifLtvi=o0
1= li otherwise

PSNm = SN, |---| SN{ ,
for someji,..., jme€ {0, 1}

and l1etSSNig = MSNig = GSSio[ ] = GMSio[ ] = SMS}‘A0 = MMS}‘A0 = 0. Moreover, we define the set 8f(resp. M) to be the set of
single (resp. multi)-session systems:

def

s © (clcpyern
C'= ydok(C | --- | Cn | PSNim 'SSA ISN)}
M € DICD)erA

B=vdck(Dy |- | Dn | PSNm|'MSA |'SN)}

B. PROOF OF LEMMA 3

In order to prove Lemma 3 we first establish some auxiliaryntex®. Intuitively, Lemma 1 and Lemma 2 states that if the sifigispectively
multi)-session system can do a transition then either onefgrouped single (respectively multi)-session systempmments did the
transition (possibly synchronizing with one of tBele components of th®SN,, process (i.e. the MS synchronizes with the SN network,
this steps model the establishment of means for cipheritigeof MSI reallocation protocol) or one of the componentsanmdplication was
unrolled and did the transition. In particular, Lemma 1 dewith the possible internal transitions of the single (remplti)-session system.

Lemma 1. Let C = vdek(Cy | -+ | Cn | PSNp ['SA |'SN) € X where either SA = SSAor SA = MSAandeither X =Sor X =M
accordingly. We have that if C 5 C'thenC’ = vdek(Cy |-+~ | C/, | PSNy, 'SA|!SN) € X and

e dther 3iC; 5 C/ AC; =CVj#iAN =nAPSN;, = PSN,

e or i G| PSNy > C/ | PSN;, AC{ =C; Vj#iAn =n

eorW=n+1AC,=CVj#n+1 C,,; = GSSy1a[SMSL,, | 0]if X = S, C;,; = GMSp1,[MMSLE,, | 0] if X = M and
PSN/, = PSN,,

Proor. LetC = vdck.(Cy | --- | C, | PSNp |'SA ['ISN) € X whereSA = SSAandX = S, by definition we have tha; =
GSSi[SMSikfIi | SSN;l, 1 <i < n PSNy = SNJ.l1 [ - | Slem. If C = C” 5 C” = C’ then we have thatdN cannot do a silent



transition, while SSA can do a silent transition (case labellddw MS), andC; | PSNy, can do a silent transition on the chanek if
C = GS.SLH[SMSi'?Ii | SSNii], k = 2, m> 1 (case labelled1S/SN synch andC; can do a silent transition evaluating the conditional

statement iC; = GSSLH[SMShIi | SSN;; ], ki = 4. Hence we have 3 cases:

() (New MS)SSA = v &5r.1a.(Inity. .| SMSL,,,) 5 v &ha SMle = v S51.1.(SMSL,,, | 0) = GSS11[SMSL,, , | 0] = Gyl

(ii)

thenC = vdck.(Cy | -~ | Co | PSNy [ISSA|ISN) = vdck.(Cy | -+ | Cq | PSNy | SSAISSA|ISN) = vdck.(SSA[Cy |-+ | Cy |

PSN, ['SSA|ISN) l> ydck.(C,+ 1| Cy |-+ | Co| PSNp [ISSA[ISN) = vdck.(Cy | -++ | Cn | C, + 1| PSNy ISSA[ISN) = C’

(MS/SN synch)Let 1 < i < nsuch thalC; = GSSLH[SMSEIi | SSNi;;] and letm > 1, we have tha€; | PSN,, = GSS;}, [SM32I |
SSNi,] [ SNL |-+~ | SNI | ... | SNE =y S, vﬁial 1(SMS/, | --- | SMS], | | SMS?_| SSNiJ, 1) | SNL [ [ SNE |-t |
SN = ysTs,l,.vﬁﬁju,,l.vnidjh.vsrjh.(SMszl | -1 SMS], | SMS, | SNI | SSNij1) | SNL |-+ | SNJh L SN |- |
SNI =5 v 85y nidy,_g.vnidj,.v s, (SMS], |SMS7| 1 | SMS? | SSNj_1 | SN2 (i /¢ 1) | SNE |-+ | SNL | | SNj.1 |

-] SNI = v &5, .vnidy, (SMSY | - |SMS,. LI SMS? 1 SSNij 1 | SN2 {5 /g MM Jrigy T8 Jg M0 fy 1) TSN |- |
SNE | SNj.1 |-+ | SNE = GSS.|[SMS3| | SSNiy] | PSN;,—1=C/, PSN; = SNI |- | SNI |SNI | |SN1 then
C=vdok(Cy |-Gl Cy| PSNy ISSA|ISN) = vdck. (cl| Gy PSNp |- 1 &, |ISSA|ISN$ = vofck(c. | PSNm | Cy |

~|Ci.1 [ Cisa | -+ | Cy 'SSAISN) 5 vdek.(C/ | PSNy-1 [Ca |-+ | Ciza | Cisa | -+ | Co 'SSA|ISN) = vdek (Cy | --- [ C | -+ |

Ch | PSNp1 [ISSA|ISN) = C’

(iii) Let1 <i < nsuchthaC; = GSS;}, [SMS“I | SSN;;,] we have 2 cases:

— (Conditional-then) if fst(sdec(cki);,Vi;;)) = TMSI_ReaLL we have thaC; 5 GSS;, [SMS|5|I | SSN;;,] = C/, thenC =

ydek.(Cy |-+~ 1 Ci |-~ | Cn | PSNp ['SSAISN) = vdck.(Ci | Cy | -+ | Ciig | Cisa | -+~ | Co | PSNp ['SSAISN) 5 vdck.(C/ |
Cil--1Ci1|Cisal--- 1 Ch | PSNy 'SSAISN) = vdck(Cy | --- | C/ | --- | Cy | PSNy !ISSA|ISN) = C
— (Conditional-else)if fst(sdec(cki),Yi;;)) #e TMSI_ReaLL we have thaC; 5 GSSHi[SMSﬁi | SSNi;] = C/, thenC =

vdek(Cy |-+ |Ci |-+ | Ch | PSNy ['SSAISN) = vdck(Ci [ Cy | -+ | Ciz1 | Cisa | -+ | Cn | PSNp ['SSA [ISN) 5 vdek.(C/ |
Cil--1Ci1|Cisal---1Ch | PSNm 'SSAISN) = vdck(Cy | --- | C/ | --- | Cy | PSNy !ISSA[ISN) = C

LetC = vdck(Cy | -+ | Cy | PSNp |'SA 'SN) € X whereSA = MSA andX = M, by definition we have thaf; = GMS;[M MS”I |

MSNi;]l, 1 < i < n, PSNy = SN1 [ -] SN1 IfC = C” 5 C” = C’ then we have thatdN cannot do a silent transi-
tion, while 'MSA can do a silent transmon (case labellsieéw MS), and C; | PSN,, can do a silent transition on the chanmek

if G =

GMS;, [MMS | MSN;;], kk = 2, m > 1 (case labelledMS/SN synch, and C; can do a silent transition either evalu-

ating the conditional statement @; = GMSiJl[MMSi“jIi | MSN;;], ki = 4 or creating a new session (case labelNglv Sessioh if
Ci = GMS;;;[M MSikfIi | MSN;;], k= 6. Hence we have 4 cases:

(i) (New MS)MSA = vmS,,11.(INity,11 | MMSP
C/ +1thenC =vdck.(Cy|---|Cn| PSNy 'MSA|ISN) = vdck(Cy | - -+ | Cn | PSNy | MSA |'MSA|'SN) =ydck (MSA|Cy|--- ]

Cn | PSNy, [IMSA [ISN) 5 vdek (Ch+1|Cy |-+ | Cqn| PSNy 'MSA|ISN) = vdck (Cy | --- | Cn | Ch+1| PSNy IMSA[ISN) = C’

(ii)

) _) Vmsmll MMSmll = Vm5n+11 (MMSmll | 0) GMSnJrll[MMSnJrll | O]

n+11

(MS/SN synch)Let 1 < i < nsuch thaC; = GMS; [MMSI ) | MSN; ;] and letm > 1, we have tha€; | PSN, = GMS; [MMSI ) |

MSNi ] | SNE | - | SNE |-+ | SNE = vl vnidy,.(MMS], | - | MMS], ; | MMS? | MSN;;_; IRMS;) | SN |

] SN | -+ | SNL = v, idy,_1vnidj,.v s, (MMS, | - | MMS], | MMS”I | SN | MSNy_1 'RMS) |
SNE [ -+ | SNE | [ SNjuy | -+ | SNE > v,y nidhy, v nidy, v s, (MMS |+ | MMS], J | MMS}, | MSNys |
Sth{C“»'./Xckjh |!RMS.)|SNJ.11| I SNL_ [ SNj1 |-+~ | SNI = v, nidy, (MMS’l | MMS™, | MMS?, | MSNy;s |
SN2 (60 [y M Jpig T [, ) IRMS) | SNL | | SNL | SNy | - | SN}m GMS,,[MMS?, | MSN,] |
PSN;,_, = C/, PSN;,, = SNI | -+ | SN}h CISNE e SNlm thenC = vdck(Cs | - | Gi | --- | Co | PSNy [/MSA ISN) =
ydck(Cy | -+ | Ci | PSNy | -+ | C 'MSA [ISN) = vdck(Ci | PSNp | Cy | -++ [ Ciig | Cisa | -+ | Co I'MSA ISN) 5 v dck.(C/ |

PSNm-1 [ Cy| - [Cica | Cisa | -+ [ Ch 'MSAISN) = vdek.(Cy | --- | C/ | -+ | C | PSNip-1 'MSA|ISN) = C

(iii) Let1 <i < nsuchthaC; = GMS;, [MMSI I | MSN;;,] we have 2 cases:



— (Conditional-then) if fst(sdec(ckiy,Yi;;)) = TMSI_ReaLL we have thaC; 5 GMSUI[MMSEIi | MSN;;] = C/, then

C=vdck(Cy|---1Ci |-+ 1Cq| PSNy 'MSA|ISN) = vdck.(Ci |Cy |-+ | Cica [ Ciza | --+ | Cn | PSNp ['MSA [ISN) 5
vdek(Cl [Cy |-+ |Ciza | Cisa | - | Cn | PSN 'MSA'SN) = vdek.(Cy | --- | C{ | --- | Cy | PSNp ['MSA['SN) =

— (Conditional-else) if fst(sdec(ckiy,Yi;;)) #e TMSI_ReaL we have thatC 5 GMS;;[M MsﬁIi | MSN;;,] = C{, then

C=vdek(Cy |-+ |Ci|---1Cq| PSNy 'MSA|'SN) = vdck(Ci | Cy | --- | Ciit | Cisa | --- | Cn | PSNy ['MSA |ISN) 5

vdek (C/ |Cy |-+ |Cic1 | Cisa | -+ 1 Cn | PSNp [IMSAISN) = vdek (Cy | -+ | C/ |-+ | Cy | PSNm 'MSA|ISN) = C’
(i) (Newsessionjetl<i<n, k= 6thenC; = GMS;, [SMSI | MSN;;,] = vms, nld.| (MMS [ -+ MMS7| | MMSI | MSN;j; |
IRMS)) = vms;.Ms ;. (MMS | -- |MMS7I | MMSIII | MSNij; | v CKi iy Mrij a1 MMS |+1| RMS)—wmsHlnld” (MMS |
- MMS7I | MMSI | MMS e | MSN;;; ['RMS)) —vms,|+1n|d.| (MMS [ -] MMS7I | MMSL i | MSN;;; | O]! RMS) =
GMS.|,+1[M MSII+1 | MSNj;41] = C/ thenC = vdck (Cy | --- |Ci |-+ | Cn | PSNrn 'MSA|'SN) = vdck.(Cy | -+ | Ci | -+ | Cp |
PSNp, 'MSA|ISN) = vdck.(Ci | Cy | --- | Ci_1 | Ciza | --- | Cn | PSNm ['MSA |'SN) 5 vdek (C/ [ Cy |-+ [Cica [ Cisa | -+ | Ch |

PSNy 'MSA!SN) = vdek(Cy | -+- | C[ |-+ | Cq | PSNy 'MSA[ISN) =

O

Lemma 2 deals with the possible labelled transitions of thgls (resp. multi)-session system.

Lemma 2. Let C = vdek(Cy | --- | Cn | PSNp ['SA |'SN) € X where either SA = SSAor SA = MSAand either X =Sor X =M
accordingly. We have that if C 2 ¢ with fv(a) € dom(C) thenC’ = vdck.(C; | --- | C;, | PSN/, ['SA|'SN) € X, and

o either 3 C; 5 C/ AC/ =Cj¥j#i A =nAPSN;, = PSNp

. orC]:CJV/\n’:n/\PSNr’ﬂ:PSNm|SNj1M, m=m+1

Proor. LetC =vdck.(Cy |- | Cn| PSNy 'SA|!SN) € X whereSA = SSAandX = S, by definition we have that; = GSSi[SMSikfIi |
SSN;;], 1<i<n, PSNy= SNJ.l1 [ Slem. If C=C” 3 ¢ = C then we have thaSSA andPSN,, cannot do am-transition, while

ISN can do anr-transition (case labelle8N pre-syncha-transition), andC; can do arw-transition ifC; = GSSUl[SMSi‘f‘Ii | SSNi;], ke
{1, 3, 5} (cases labelledctive session MSr-transition andSN post-synche-transition). Hence we have 2 cases:

() letl<i<n ke{l,3,5)thenC; = GSSHi[SMSi‘f‘lI | SSN; ;] we have 2 cases:

— (Active session MSy-transition) if SMS does thex-transition we have th&l; = GSS;, [SMS | SSNI il N GSS.| [SMS"‘+1 |

SSNi,] = C/ for all k € {1,3,5). HenceC = vdck.(Cy | - - | Cn | PSNi, ISSAIISN) = ydck(Cy - | Ci |+ | Cn| PSNy |
ISSA[ISN) = vdek(Ci | Cy | -+ | Cig | Civa | -+ | Co | PSNy ISSA[ISN) = vdck (C/ [ Cy | -+ | Cig | Cia |-+ | Cy |
PSNy, [ISSA[ISN) = vdck (Cy | -+ [ C/ | -+ | Cn | PSNp ISSA[ISN) = C

— (SN post-synche-transition) if SSN; |, does thex-transition, let 1< j < |; such thatSN; ‘ # 0 and 2< h; < 3 we have that
SSNij, = SN [ - | SN [ -~ [ SN 55 SN |- | SNS™ | ... | SNT' = SSN/,, henceci = GSS;;[SMS}; | SSNy] =
Gssiﬁl[smsi‘jl | SSNiy,] > GSS;,[SMSY, | SSN;,] = C/. Then we have thak = vdck.(Cy | -+ | Co | PSNy [ISSA|ISN) =
vdek(Cy |-+ | Ci |-+ | Cn | PSNy 'SSA|'SN) = vdck.(Ci | Cy | -+ | Ciz1 | Ciza | -+ | Cn | PSNp |!SSA|'SN) 5 vdek.(C/ |
Cil---1Cia|Cisal---1Cn| PSNy |'SSAIISN) = vdck (Cy |-+~ | C/ | --- | Cq | PSNy [ISSA ISN) =
(ii) (SN pre-synche-transition) ISN = SN? |ISN <% SN |'SN let PSNp,; = SN{ | --- | SN} | SN; then we have that
C = vdek(Cy | -+ | Co | PSNy [IU |'SN) = vdck.(Cy | --- | Co | PSNip [ISSA | SNO [ISN) = vdck (SN2 | Ci [ Cy | -+ |
Cn | PSNp ISSAISN) % vdck (SNE [ Cy | -+« | C | PSNip [ISSA[ISN) = vdek(Cy | -+ | Cp | PSNipay 'SSA ISN) = C/

LetC = vdck(Cy | -+ | Cy | PSNm ['SA 'SN) € X whereSA = MSA andX = M, by definition we have that; = GMS;[M Msh, |
MSN;;], 1<i<n, PSNy,=SN - SN1 If C=c” % C” = C then we have thatMISA and PSN,, cannot do am-transition, while



ISN can do ane-transition (case labelle8N pre-syncha-transition), andC; can do ame-transition ifC; = GMSi,I.[MMShi | MSN;;], ke
{1,3, 5} (cases labelledctive session MSz-transition andSN post-syncha-transition). Hence we have 2 cases:

() letl<i<n ke{l,3,5)thenC; = GMSLH[MMSE‘h | MSN;;,] we have 2 cases:

— (Active session MS-transition) if MMSikj. does ther-transition we have thag; = GMSLH[MMSE‘h | MSN;;,] > GMSLH[MMSi’f‘l'+1 |
MSN;,] = C; for all k € {1,3,5). HenceC = vdck.(Cy | --- | Cy | PSNm [IMSA [ISN) = vdck.(Cy | -+ Ci | -+ | Cn | PSNm |
IMSA 'SN) = vdck.(Ci | C1 | -+ | Cizy | Ciza | -+ | Cn | PSNy ['MSA [ISN) N Vde.(Ci/ [Ce |- |Ciit | Cisn | --- I Ch |
PSNy, 'MSA|ISN) = vdck.(Cy | --- | Cil---1Cy| PSNy 'MSA|ISN) =C’

— (SN post-synchu-transition) if MSN;; does thex-transition, let 1< j < I; such thaSNi'jJ? # 0 and 2< h; < 3 we have that

MSNiy, = SN - [ SN [+ [ SN 55 SN |- | SNS™ |- | SN = MSN/, , henceC; = GMS;,[MMS!, | MSN;, ] =
GMS;, [MMS, | MSN;; ] > GMS;, [MMS, | MSN;,] = C/. Then we have the€ = vdck.(Cy | -+ | Co | PSNy [IMSA |
ISN) = vdck(Cy | - | G | -+ | Cn | PSNp 'MSA ISN) = vdck(Ci | Cy | -+ | Cia | Civ | -+ | Co | PSNpy IMSA JISN) 5

vdek.(C/ [ Cy |-+ |Cica | Cisa | -+ | Cn | PSNy 'MSAISN) = vdck(Cy | --- [ C/ | -+ | Cy | PSNy [MSA|ISN) = C’

(ii) (SN pre-synche-transition) !SN = SN? |ISN 5 SN} [!SN let PSNp,1 = SNJ.l1 [ -] Slem | SN} then we have tha® = v dck.(C; |

-] C | PSNy ['MSA [ISN) = vdck.(Cy | -+ | Co | PSNp [IMSA | SNC ISN) = vdck.(SNO | Cy | -+ | Cy | PSNy [IMSA[ISN) 5
ydck (SN2 [Cy | -1 Cn | PSNy [IMSAISN) = vdck.(Cy | -+ | Co | PSNime1 [IMSA ISN) = C’

O

Intuitively, Lemma 3 states that if one of the componenthefdingle-session system can do a transition then the pomdsg component of
the multi-session system can do it as well, and vice versecéfimponent of the multi-session system can do a transhiemthe mimicking
component of the single-session system can do it as well.

Lemma 3. Let C = vdck(Cy | -+ | Co | PSNy ISA['SN), D = vdck.(Dy | --- | Dy | PSNy ['SA |'SN) such that SA = SSA (resp.
SA = MSA) and (SA = MSA (resp. SA = SSA) and (C, D) € R

if C 5 ¢’ with fv() € dom(C) and bn(¢) N fn(D) = 0 then D 5 D’ and (C’, D) € R for any £ € {, a}.

Proor. Let (C, D) e Rand letC = vdck.(Cy | --- | Cy |'"PSNy, 'SSA|ISN) andD = vdck.(Dy | -« - | D ['PSNp ' MSA ['SN).
If C 5 C’ then by Lemma 1 we have th@t = vdck.(C; | --- | C;, ['PSN;, |!ISSA|!SN) and we have 3 cases:

e 1i G 5 C/ A C] =CjVj#iAn =nAPSN/, = PSNy, henceC; = GSSiJ,[SMSikY'l‘i | SSN; ;] can do a silent transition this means

thatC; is of the formC; = GSSiJl[SMth | SSN;; ] i.e. we have two case depending on the evaluation of theitional statement:

— (Conditional-then) if C = GSSiJi[SMSﬁll | SSNiJi] l> GSSiJi[SMth | SSNiJi] = CI/ then fSt(SdeC(ijJi,NiJi)) =E
TMSI_ReaLL i.e. Nij, =g senc(ckj, srij;, pair(TMSI_ReaLL, 7 ,)). By definition of R we have thaD; = GMS;;[M MSi‘fII |
MSN;;], MMSi‘fII = MX;;, | MChiky, {Mi Iyii} andMChk; ;, {Ni Iy} = if £st(sdec(ckiy, Nij;)) = TMSI_ReaLL then
W)(senc(ck.-Ji,mrui,COMPLETE)>.E(snd(sdec(ckui, Niy;))) else 0 = if f£st(sdec(ckiy,, senc(ck,, riy;, pair(TMSI_ReaLL, 7,)))) =
TMSI_ReaLL then Tp(senc(ck;;,, mrij;, COMPLETE)).m{snd(sdeC(Ckul, senc(cki;, sfi);, pair(TMSI_ReaLL, 7,)))) else 0 5
Up(senc(cki,, mr;;,, CompLeTE)).; 1 (snd(sdec(cki j, senc(cki,, Si);, pair(TMSI_ReaLL, Z,))))) henceM MSi‘fh 5 MMSfll and

Di > GMS;; [MMS?, | MSNy;] = D; then letD’ = vdck(Dy | -+ | Dj | -+ | Dy | PSN [IMSA |ISN) we have that
D =vdck(Dy |-+ | Di |-+ | Dn| PSNp [IMSA [ISN) = vdck.(D; | Dy | -+ | Dict | Disz | -++ | Dn | PSNm [IMSA [ISN) =

ydck. (D] | Dy [+ Diy | Disy | -+ | Dy | PSNp [IMSA [ISN) = vdck.(Dy | - [ D/ | --- | Dy | PSNy, [IMSA [ISN) = D’ and
(C', D)eR

— (Conditional-else) if Ci = GSS;;[SMS}, | SSNi] 5 GSS;;,[SMS, | SSN;;] = C/ then fst(sdec(ckiy, Niy)) #e
TMSI_ReaLL i.e. Nij, #g senc(ckiy,, Sy, pair(TMSI_ReaLL, 7z ;)). By definition of R we have thaD; = GMS;;;[M MSi‘fIi |
MSN;;,], MMSY, = MX;;, | MChi, (i /y, } andMChi {4 /y,, } = if £st(sdec(cky, Niy)) = TMSI_Rear then

W)(senc(ck.-Ji,mrui,COMPLETE)).ﬁ(snd(sdec(ckui, Niy;))) else 0 = if f£st(sdec(ckiy,, senc(ckiy;, riy;, pair(TMSI_ReaLL, 7)) =



TMSI_RearL then up(senc(ck;};, mr,|| COMPLETE)). m(snd(sdec(ckul,senc(ckul,Sri,h,pair(TMSI_REALL,Z;J,)))) dse05 0
henceMMS“ 5 MMS8 andD; 5 GMS;), [MMSIBI| | MSN;;;] = D} then letD” = vdck.(Dy | -+ | D} | --- | Dn | PSNp |
IMSA I‘SN) We have thaD = ydck. (Dl |-+ |Di|---| Dn| PSNy |'MSA'SN) = vdck.(Dj | Dy |-+ | Diz1 | Diza | -+ | Dn |
PSNy, ['MSA [ISN) 5 vdek. (D] [ Dy |-+ Di—1 | Disa | -+ | Dy | PSNy ['MSAISN) = vdck(Dy | --- | D/ |-+ | Dy | PSNy |
IMSA|ISN) = D’ and C’, D) € R

e (MS/SN synch)3di C; | PSNy, 5 G/ | PSN;, A Cj = Cj ¥j # i AN = nthe only possible silent transition betwe€nand
PSNp, is the communication on the chanmigk hence,Ci = GSS;; [SMS? . | SSNi;] and PSNy,- = SN1 [ -] SN1 , m>1if

Ci | PSNm = C/ | PSN;, we have thaC; = GSS;;[SMS?, | SSN;,]. SSN;, = SN/} | -+ | SNh" 1 sN", andvnid, SN =

Vnith VS, SN2 (S Ik, » nidk ; rig, iy /sy, Wil Jw, } for some 1s h < msuch thalSleh occurs |nPSNm andPSN/, = Sle1 |

- SNJh . | SNJh . [ <o | Slem. By definition of R we have thaD; = GMS; [MM82I | MSN;;,], MSN;;, = SSN;;,. We have
thatD; | PSNy, = vm§),.vnidij,_1.(MMS/, | --- | MMS7I = | MMSI | MSN;;, I'RMS; | PSNy) = vms, and,| 1(MMS |

- MMS7I ’y MMSI |SNl | MSN;;; 'RMS; | PSNm) 5 vms, vnld.| —vnid v st (MMS] |- | MMSIII N MMSI |
SN2 {Ck”'/xckj } | MSN;; 'RMS; | PSN/) = vms;. vnid, I (MMS [ MMSIII 1 MMS? ’ |SNjh{°‘“'| /Xckjh, nid ll/mdjh’ M s
i fw, } | MSNy; |'RMS. | PSN;,) = GMS;, [MMS|3| | MSN/, ]| PSN;, = Df | PSN;, whereMSN;/, = SN.hl o] SN:'fl1
SN, ", vnidiy.v sy, SN = vnidj,.v sj,. SNJZh{ l'/xckjh Ill/nldlh’ Y/, s 'l/W LetD" = vdck(Dy | ==+ | Dj | -+ | Dn |
PSN ['MSA|ISN) we have thaD =ydck(Dy | - |Di| | Dyl PSNm| MSA|I§N) = ydck.(Dj | PSNp, | D1| - | Di1 | Dis1 |

- | Dy 'MSA |ISN) 5 vdek. (D | PSN/, | Dy |-+ | Disy | Digg | -+ | Dn ['"MSA'SN) = vdck.(Dy | --- | D | --- | Dy | PSNy, |

!MSA|!SN) =D'and C’, D’) e R

o (NewMS)" =n+1ACj=C'Vj#n+1 C,, =GSSn11[SMS],,, | 0] andPSN;, = PSNy,. In this case theSSA component is
unrolled and a new single session mobile sta@n synchronizes with thénit process. iISSA = v §§,11.(Initn,11 | SMS&M) 5
Ci.1 = vSSu1 SMSn+11 = GSSMl[SMSn+11 | SSNi11], SSNpi,1 = 0. LetD’ = vdek(Dy |- -+ | Dy | Dy, | PSNy ['MSA |ISN)

whereD/n+1 = GMS;;11[M MSl+11 | MSNp;11], MSN,,11 = 0 then we have thdD = vdck.(Dy | -+ | Dy | PSNp ['MSA |ISN) =

Vde‘(Dl | -+ | Dn | PSNm | VmSnJrll (Inltmll | MMSH+11) ['MSA ||SN) = Vde‘(Dl | <+ | Dqn | Vﬁ&+1’1.(|nitn+1,1 | MMSE-#lAl) |

PSNn, ['MSA|ISN) 5 vdcek.(Dy |-+ | Dp | vMSy411.(M MSmll) | PSNm |'MSA'SN) = vdck.(Dy | -+ | Dy | vnTsM,l.(MMS%ﬂ’l |

0) | PSNy '"MSA|!SN) = vdck.(Dy | --- | Dn | D7, ; | PSNpy, ||MSA||SN) =D'andC’, D) eR

n+l

Let (C, D) e Rand letC = vdck.(Cy | -+ - | Cn |'PSNp ['MSA |ISN) andD = vdck.(Dy | -« | Dn |'PSN ['SSA|ISN).
fcSc by Lemma 1 we have th&’ = vdck.(C; | --- | C;, |'PSN;, ['MSA|ISN) and we have 3 cases:

e 1iC 5 Cl A C] =CjVj#iAn =nAPSN;, = PSNy, henceC; = GMS;,[M MS”I | MSN; ;] can do a silent transition this means
thatC; is either of the fornC; = GMS;, [MMS4 | MSN;; ] (i.e. we have two cases depending on the evaluation of thditonal
statement), or of the for@; = GMS; ;[M MS$ o | MSN. ;] (i.e a new session of the mobile station is created). Herebave 3 cases:

— (Conditional-then) if C; = GMS;, [MMSI | MSNi;] 5 GMS;, [MMS”I | MSN;;;] = C/ then fst(sdec(cki;, Niy;)) =g
TMSI_ReaLL i.e. N;;, =g senc(ck;,, riy;, pair(TMSI_ReaLL, z,)). By definition of R we have thaD; = GSSHi[SMSi‘fIi |
SSNi;l, SMSY, = SXi); | SChig,{™ /y;, } andSChiq, {Mi /y } = if £st(sdec(ckiy;, Nij;)) = TMSI_Rearr then
W)(senc(cqul,mru,,COMPLETE)).m<snd(sdec(ckul, Nii))) else 0 = if fst(sdec(cki);, senc(cki);, riy;, pair(TMSI_ReALL, Z),)))) =
TMSI_ReaLL then Up(senc(ck;, nrij;, COMPLETE)>.ﬂ(snd(sdec(ckui, senc(ck;, iy, pair(TMSI_ReaLL, 7,)))) else 0 5
Up(senc(ckij;, r;,, CompLETE)).; |, (snd(sdec(ck; j, senc(ckiy,, Sri);, pair(TMSI_ReaLL, Z,))))) henceSMSﬁ. 5 SMSEIi and

D; 5 SMSUI[SMSEIi | SSN;i;,] = D; then letD’” = vdck.(Dy | ==~ | D/ | --- | Do | PSNy |!ISSA [ISN) we have that
D=vdek(Dy |-+ | Di |-~ | Dn| PSNm ['SSA ISN) = vdck.(D; | D1 | -+ | Dict | Dist | -+ | Dn | PSNp [ISSA [ISN) &

vdek.(D{ | D1 |-+ | Dict | Diza | -+ | Dy | PSNy !SSA[ISN) = vdck(Dy | -+ | D] | --- | Dy | PSNy ['SSA|'SN) = D’ and
(C,D)eR

— (Conditional-else) if C; = GMS;, [MMSI | MSNij] 5 GMS;,[MMS8 | MSN; ;] = C/ then fst(sdec(ck;, Ni);)) #e
TMSI_ReaLL i.e. Nij, #& senc(ck, Srij;, pair(TMSI_ReaLL, z;)). By definition of R we have thaD; = GSSiJ,[SMth |
SSN;;,], SMSi‘fIi = SXij; | SChk, (M Iy} andSChk; , (M Iy} = if £st(sdec(ckiy, Nij;)) = TMSI_ReaLL then
W)(senc(ck.-Ji,mrui,COMPLETE)).ﬂ(snd(sdec(ckui, Niy;,))) else 0 = if £st(sdec(ckiy,, senc(ck;y;, sriy,, pair(TMSI_ReaLL, 7)) =
TMSI_ReaLL then Tp(senc(ck;;, mr;;;, COMPLETE)).

dy,(snd(sdec(cki,, senc(cki,, Sfi |I,pa1r(TMSI ReaLL, 7)) else 0 50 henceSMS? 5 SMS$ andD; 5 SMS.| [SMSI 0
SSN;;;] = Df then letD” = vdck.(Dy | -+ | D | --- | Dn | PSNy ['SSA|'SN) we have thaD = dek (D1|-+-|Dj|--|Dnl



PSN, !SSA|'SN) = vdck.(D; | Dy | --- | Di—1 | Disa | --+ | Dn | PSNp [!SSA ['SN) 5 vdek (D [ Dy |-+ | Dig | Diga | -+ |
Dn | PSNy ['SSA|ISN) = vdck. (D1 | --- | D} | --- | Dy | PSNy [ISSA[ISN) = D" and C’, D') e R

- (NeW Session)f Ci = GMS|| [M VIS il | MSN||] —) D = GMS||I+1[M MS! i+l | MSN||I+1] MSN||I+1 = MSN|| | 0 then by
definition ofR we have thaD; = GSS;, [SMSBI | SSN; ] andD; ['SSA = GSS;), [SMSE | SSNiy] | Vi1, 1041, CKijea

il
VALLENTE (|nlt||+1 | SMS, |+1) ['SSA 5 GSS|I [SMS | SSNll] | Vd|I+1, Idl|+la Ck|I+1 VM j41. (SMS |+1) ['SSA =
vSSy;. vnld.| (SMS - SMS”I | SSNij;) | vy |d.|+1, ck.,|i+1.vmri,|i+1.(SMSi’|l+1) ['SSA = vss,|i+1.vn|d.,|i.(SMSi,1
| SMS;, | SMSHI+1 | SSN;;, | 0) ISSA = GSS,.H[SMS,I+l | SSNij.1] I'SSA = C/ ISSALet D’ = vdck(Dy | - |
v PSNm [ISSA I'SN) we have thaD = vdck.(Dy | --- | Di |-+ | Dn | PSNm ['SSA 'SN) = vdck.(SSA| Dy | --- | Dy |
PSNm ['SSA |!SN) 5 vdck(D;, [ D1 |-+ | Dy | PSNy ['SSA |'SN) = vdck.(Dy | --- | D}, | PSNy ['SSA |'SN) = D’ and
(C, D)eR

e (MS/SN synch)3di C; | PSNy, 5 C/ | PSN;, A Cj = Cj ¥j # i An" = nthe only possible silent transition betwe€nand
PSNp, is the communication on the chanrdgk hence,C; = GMS;;[M MSI | MSN;;;] and PSNy,- = SN.1 [ -] SN-l, m >
1if C | PSNp = C/ | PSN;, we have thaC{ = GMS;;[MMS? | MSN, ], MSN;, = SN | - | SN“' L SNh"

il; ;2
vnid;;,.SN, :: = vnidJh = SNZ{"k”i Ixcki, » nidk, U ridy s T /sy ™ fw, } for some 1< h < msuch thatSleh occurs inPSN,, and
PSN;, = SNl1 s SNJh . | SNJh . [« SN1 By definition ofR we have thaD; = GSS;, [SMSIZII | SSN;; ], SSN;;, = MSN”i
We have thaD; | PSNy, = v §, yn|d.,|,_1.(S|v|s[1| | SMS], ;| SMSZ | SSNy;, | PSNy) = v 85, nid;;_1.(SMS/, | -+ |
SMS/, , | SMS? | SNL | SSNy;, | PSN;,) = v &5, nidyy,_.vnid; v 7}, (SMS/, | - | SMS],_, | SMS?, |SN2{°""|/xcth} |
SSNy, | PSN;,) = v&§,.vnidy;,.(SMS], | --- | SMS, ; | SMS} | Sszh{Ck‘Ji/Xck. g, I./y M/} | SSNy, |
PSN/) = GSS}, [SMS3| | SSN’ .J 1| PSN;, = D; | PSN;, whereSSN;, = SN/1 | -+ | SN“"l1 | SN, vnidui.vsrui.SNirjl'l' =
vnidj,.v s, SNJh{ I/ ek, » 'I'/"'dlh’ il [sy, s Wil fa }- LetD’ = vdck(Dy | -+ | D/ | --- | Dy | PSN/, |ISSA |ISN) we have that
D=vdck(Dy|---|Dj|---| Dn| PSNy 'SSA|!SN) = vdck.(Di | PSNm | D1 |-+ | DiZ1 | Diz1 |-+ | Do ['SSA|ISN) 5 vdck.(Dj |
PSN/, | D1|---IDi-1 | Disa | --- | Dn 'SSA!SN) = vdck (D1 | -+ | Dj | ---| Dy | PSN/, ['SSA|ISN) = D’ and C’, D') e R

o (NewMS)n' =n+1AC)=C'Vj#n+1, C, , = GMSy11[MMS] ;| 0]andPSN;, = PSNy,. In this case theMSA component is

unrolled and a new single session mobile sta@qn synchronizes with thénit process. iMSA = v r’rTs,Hll (Inith,11 | M MSEHJ) 5
Ci,1 = vmS 1. MMS! 1= GMSmll[MMSm11 | MSNy.11], MSNy, 11 = 0. LetD’ = vdck(Dy | -+ | Dy | Dy, | PSNy [!SSA |

and

n+1,
ISN) whereDn+1 = GSSn11[SMS?, ;| SSNy,11], SSNh.11 = 0 then we have thdd = vdck.(Dy | -+ | Dn | PSNm ['SSA[!SN) =
vdck (Dy | +++ | Dy | PSNp | vS8y11.(INitn,11 | SMSZ,, ) 'SSA |ISN) = vdek(Dy | -+« | Dn | v SSpa.(INitn,11 | SMSZ,, ) |

PSNy [!SSA ISN) 5 vdek.(Dy | -+ | Dy | v S1.1.(SMSL,, ;) | PSNy [ISSA ISN) = vdck.(Dy | -+ - | Dn | v §411.(SMSE, 1, 1 0) |
PSNp [ISSA [ISN) = vdck(Dy | -+ | Dy | D.,,, | PSNy [IMSA [ISN) = D" and €', D’) € R

Let (C, D) e Rand letC = vdck.(Cy | -+ | Cn ['PSNmp [!SSA [ISN) andD = vdck.(Dy | - | Dy ['PSNm ['MSA [ISN). If C - C’ then by
Lemma 2 we have 2 cases:

e JiC 5 C/ A C] =C;Vj#iAn =nAPSN/, = PSNyin this case one of th€; components does the transition. We have 2 cases:

— (Active session MSe-transition) if C; = GSS;; [SMS, U | SSN;;] 5 C = GSSiJ,[SMSk'+1 | SSN;; ], k # 2,4 then we have 3

cases:
o K 1 Vxl.l,«W)<><«,|,> 2 K+l L. K 1 VX l; OP( ) )
) if k =1, SMS} = SMS}}, ———— SMS{, = SMS;~, then by definition ok we have thaMMS}} = MMS}}, ———
2 Ki+1 o _ 71, T(;) Ki+1 1
MMS;, = MMS;}™, henceD; = GMS;;[M MSi | MSN;;)] ——— GMS;;[MMS;;™ | MSN;;] = D]
( i) aw(N; ;)

i) if k =3, SMS| = SMS} — SMS]; = SMSK+l then by definition ofR we have thaMMS;| = MMS} ——

MMS}, = MMS!™ henceGMS;, [MMS, | MSN, ]~ GMs, [MMS™ | MSN,;] = D]
_ K (ki) .\ .
ii) if k =5 SMSY = SMS}, TR, Xy, | SKyy, | G (snd(sdec(ckiy, Niy))) = SMS*. By definition ofR we have
vka,, apcki); )
thatMMS), = MMSE, ——1,

an, upckiy )

MX;, | MKi, | Gii¢snd(sdec(ck,. Niy))) = MMS!™, henceD; = GMS;; [MMS;

MSN;;,] ——— GMS;;,[MMS{"™ | MSN,;] = D;
LetD’ = vdck(Dy | --- | Df | --- | Dn | PSNm |'MSA ['SN) whereD; = GMS;;,[M MShI+1 | MSN.|] as shown in the cases
above, then we have thit = vdck(Dl [+« Dj]--|Dn| PSNy |lMSA|ISN) = ydck(Dj | Dy |-+ | Diz1 | Diya | -++ | Dn |

PSNp, ['MSA [ISN) = vdck.(D/ | Dy | -+ | Di_y | Disa | -+ | Dy | PSNy 'MSAISN) = vdck.(Dy | -+ | D/ | -+ | Dy | PSNm|
IMSA|ISN) = D’ and €', D) e R



— (SN post-synch-transition) if C; = csss,I [SMS”I | SSN;;] > C/ = Gssi,.l[SMsi‘ji | SSN;, ] for some 1< j < |; such that

hJ+1

SSN;; = SNh [ ] SNhJ [« ] SNI I SNIhi [« 1SN "I+ SNIII SSN/;, andh; € {2, 3} then by definition ofk we
have thaD; = GMS;, [MMSI | MSN; ;] and MSN.|, = SSN.| S N/, = MSN;, thenD; 5 GMS;;, [MMS | MSN/ ] = D/
WhereMSNl’I = SSNI’II LetD’' = vdek(Dy | --- | D/ |-+ | Dq | PSNm 'MSA |ISN) then we have thdD = vdck(Dl | -

Di|---| Dn| PSNp 'MSA |'SN) = vdck.(D; | Dy | --- | Di—1 | Disz | -+ | Dn | PSNp ['MSA |'SN) 5 vdck.(D{ | Dy | --- |

Di_1 | Dis1 |-+ | Dn | PSNy 'MSA|'SN) = vdck. (D1 |-+ | D] | --- | D | PSNyp ['MSA|ISN) = D’ and C’, D') e R

* (SN pre-synche-transition) C; = Cj ¥ An" =nAPSN; = PSNn | SlerM, m = m+ 1. In this case a new SN is unrolled and

does the first labelled transition before synchronizinghwliie MS. If ISN 5 Slem ['SN andC’ = vdck.(Cy | -+ | Cr | PSNmy1 |
ISSA |'SN), PSNp 1 = PSNy, | SN.1  thenletD’ = ydck(Dy | -+ | Dy | PSNmsq ['MSA |!SN), wherePSNm,1 = PSNn | Sle iy

AWz, )
we have thaD = vdck.(D1 | --- | Dy | PSNp ['SSA|ISN | SNO ) = vdck (SN0 LI D1l Dn| PSNy IMSA |ISN) i

vdck.(Slem+1 [D1]---|Dn| PSNy ['MSA|ISN) = vdck.(Dy | - | Dn | PSNp | SNlm+1 'MSA|ISN)=D’,and C’, D’) e R

Let (C, D) e Rand letC = vdck.(Cy | - | Cn | PSNyp 'MSA|ISN) andD = vdck.(Dy | -- - | Dy | PSNi ['SSA [ISN).
Analogous to the previous case

O

C. PROOF OF LEMMA 5

In order to prove Lemma 5, we define the general structureedirtimes produced by partial evolution of our processesigirehe following
substitutions:

O_:dj def {id"l/x,vl,id"z /Xl.Z’ e idj j /Xl.J }

o'IMJ dgf {id"l/x,vls MI'Z/X{,Z o M; /Xl,J}

ol def ysenc(ckiz, mriy, Cowree) Koo SRS Mg, ConmLeTe)

O'Eijd dgf {senC(CkLl, i1, pair(TMSI_ReaLt, nid; 1)) /Y|,1’ L ’senc(cki,j, S js pair(TMSI_ReaLL, nidiyj)) /Y|,J }

We define the general structure of the frame of one of the gdsgle (resp. multi)-session system components

def i i

: lef id K nid
aG) = Tiiia | Tk | G, inid
def i

) lef M K nid
o) = o, Lo o,

These frames represent the knowledge a grouped single ¢regf)-session system component releases to the enveobatteri + I; — 1
mobile stations completely executed (resp. ithé1S completely executeld — 1 sessions of) the TMSI reallocation protocol while tﬁe
executedk, steps (resp. while thigsession is at this, execution step).

In the following lemma we prove the correctness of the givamg structure.

Lemva 4. Let (C,D) € R,C = vdck(Cy | -+~ | Co | PSNp |'SSA [ISN),D = vdck.(Dy | -+ | Dn | PSNm |'MSA [ISN) then
@(C) = vdck(p(Ca) | - - | ¢(Cn)), ¢(D) = vdck(p(D1) | - [ ¢(Dn)) and Vi, lj, 1 <i<n | >1,

¢(C) = ¢(GSSi;[SMS | SSNi;])

= vy vnid,. O'(C) = v &, vNidijq- (o8 % IKJK In'ﬁ“d)
#(Di) = ¢(GMS; [MMS J; | MSN; ;1)

= v VNI g0 (D) = v S v nid: g (oM o, 1o )

o flhi-1 ifk<l . _[li-1 ifk<5k=8 . _[li-1 ifk<2
Where].d—{Ii otherwise K—{h otherwise "'d_{li otherwise



Proor. By definition of PSNy,, PSNy, we have thaip(PSNy) = ¢(PSNy,) = 0, ¥ m > 0 and by definition o6SA, MSA andSN we have
thatp(!SSA) = p(!MSA) = ¢(!SN) = 0.
By definition of R we have thaC = vdck.(Cy | -+ | C, | PSNy, ['SSA |ISN),D = v dck(Dy | --- | Dy | PSNy, ['MSA |ISN) and
@(C) = vdek(¢(Cy) | -+ | ¢(Cn)), ¢(D) = vdck.(¢(Dy) | -+ | ¢(Dn)). We show by induction ovelr that

— 4, & i id K id
¢(Ci) =vSs).v nldi,jnid'(a-z,jid | ik | o—irjljnid !

— e oy M K id
@(Di) = vms v nid . (07, [ oy Lo

_ GSS. K 1D - _ K _ o
whereC; = GSS;;[SMS}| | SSNi]. Di = GMS;;[MMS}; | MSN;] and jia = { 1 othenvise 1 othenise

. {Ii—l ifki<2
Jnia =

li-1 ifk <1 . _{Ii—l ifk <5k =8
K =

l; otherwise

e |; = 0). We prove the statements hold fior= 0. Letl; = 0, by definition ofR,C; = GSSLQ[SMSE‘O | SSNig] = 0, D; =
GMSLO[MMS&, | MSNig] = 0¢(Ci) = 0 = ¢(Dy)

e | = m+1). We assume the statement holdslfer m, and show that it holds fdr = m+ 1 i.e.
@(C) = @(GSSimi[SMS™L | SSNimul) = v&mavnidiy (o9 | T Lol L) e(D) = @(GMS; a1 [MMSf ™2

i1 REYRNA gL ime1

MSNimi1] = vSmervnidi . (oM, | oK, | o), where
; ’ vnid 2 Ll o Bk T Blnig

. {m if Kpp<1 {m if kner <5,0rkm1 =8 ., {m if Kme1 < 2

lit=) m+1  otherwise '« = m+1 otherwise 1Md = m+1  otherwise

Letl; = m+ 1, by definition ofR, we have thaC; = GSSi,r,M[SMS.km+1 | SSNimi1l, Di = GMSima[M MSKmL | MSN; m:1]

i,m+1 i1
WhereGSSimull = v &mer.vfidhj, (SMS, | - | SMS, | ) = vSmavnidiy (SMS], | -+ | SMS], , | SMS], | ) =
Vidi,m+1, di,m+1aCki,m+1-V nidi,jgm-(GSSi,m[SMszm] | u) and
GMS;meal] = v mer.y idyy (MMST, |- | MMS, | _!R) = v & mezvidyjr (MMS], |- | MMS?, | MMS], | _[IR) =

VCkLm+1.V nidi,jaid-(GMSi,m[M MSI,m | J) then
¢(Ci) = ¢(GSSima[SMS™% | SSNimia]) = ¢(GSSim[SMS/,, | SSNial) | vichms1. Ghmit, CKime1.v Nich 1. p(SMS{TE | SN™) =

i,m+1 i,m+1
(by ind. hyp. and since(M MSZJ.) = MX;; | Ki;Vi, j and since the conditional enables the pro&lybs:f"j to reach state 7 if and only
if it receivessdec(ck ;, pair(TMSI_reaLt, nid; ; from theSN; ; we have thaBSN;, = SNi'} [ <o ] SNi'}T1 with hy,...,hy, > 3 hence
@(SSNim) = 071) v &8 .y Nidh . (1%, | o, | 08) | vidimen, Ghmet, CKimen, Nl 7 @(SMSIE | SNI™L)) = v &8 g vnidy (7 |
olnl ol | @(SMSTY | SNIT)) and
@(D) = p(GMS; s [MMS™% | MSNime1]) = @(GMSin[MMS/ | MSN; | @(v ka1, Nich ;. (MMS{™2 | SNI™2)]) =(since
o(M MSZJ.) = MXi; | Ki;Vi, j since the conditional enables the procSM;S:f‘j to reach state 7 if and only if it receives
sdec(ck; j, pair(TMSI_reaLt, nid; j from theSN; ; we have thaMSN; , = SNE [ SN{‘IT1 with hy, ..., hy > 3 hencep(MSN; ) =
o™ and by ind. hyp. 9(GMS;[MMS] | | MSNinl) = v WS myNidim. (oM, | o, | o79) v TS mynidim (oM | ok, | o |

v Ckimes, v i s (MMS[™L | SN™™L)) = v M8 sy Nidh (oM | oK [ 079 ] o(MMS{™E | SN'™2))
we have 6 cases:

1. Kpy = 1. SN™1 = 0 then we have thap(SMS], ., | 0) = 0, hencey(Ci) = v%,ml.vrﬁi,j;w.(o—;% | oK, 1 ofa ] 0) =

i,m+1
v%,ml.vriai,jald.(a:ﬂl,d | O'i'fj£< | o-i'jij?“d) andgo(MMS%rml | 0) = 0, hencey(D;) = vﬁﬁé,ml.vnidi,j'qld.(o-i’tﬂm | o-fm | a-i’jin‘i | 0) =
L IS
2. Kne = 2, SN'™% = 0 then we have that
PSMSfy,1 1 0) = SXima, hencep(C) = v S8 may Mty (0, | 0l | O | (47 x0]) = v Sy ik (s | 0|
ofd) and

¢(MMSZ ;| 0) = MXi 1, hencegp(Dy) = Vm,ml»V%i,m-(UMm | oy oo ] (Mmay, )= Vﬁﬁé,ml‘Vﬁi‘ai,j;,d-(O'hﬂml | ok |
o) g =m

3. k1 € {3, 4, 5, 8}, hn1 = 2 then we have that

P(SMSih | SNimh) = (4ma/y 1)), hencep(C) = v S8 meav Nidij (0l | ol | o 1 1%m3 /1)) = v Smeavnidiy (01,1 |
O'i'fm | O'EII.?]) and

e(M MS_Z"“mfl_l SNImL) = Mt/ ), hencep(Di) = v M8 mer.v Nid (0 [ o6, 1 o) [ (Mima /g 1) = v S meavnidy (ol |
o-i’fm loe)s Jhig=m+1

4, kni1 € {3, 4, 5, 8}, hpy1 €1{3,4 then we have that _
¢(SMSm1 | SN_hm+1) = {Idlmd/xl.m«tl} | {SEHC(qu.m+1s5’|,m+1sPair(TM3|_REALLsn|d|,m+1))/ylvmﬂ}’ hencap(ci)

.
i,m+1.

i,m

V8§ mi1.V nldi,j'/“d.(O'Lm | o



nid | {id. Wl/x,,m } | {senc(ck1 m+1.5ime1.pair(TMSI_ReaLL,nid; m+1))/ ) VSS Ml andl Jnd (O’ - | O'K | O'md 1) and
(/J(M MSI m | SNIh ) = M| 1/x 1 } | {senc(ck. LS a1 palr(TMSI ReaLL,nid; m+1))/y m+1} henCﬁp(D) = Vms Ml andl i » (O’ | 0. |
O-rjlnql | {M. Wl/xl.m«tl} | {senc(ck1 m+1.5ime1.pair(TMSI_ReaLL,nid; m+1))/ Vims ) = vdck. Vm5| M- andl Jnd (O.I - | O'K | O.nld ) Jnid =m+1

i,m+1/°
5. k1 € {6, 7}, hme1 = 2 then we have that

¢(SMSm1 | SN| m+1) = idiml/x.wl} | SKime1), hencep(Ci) = v §§ mya. andlj L (O':dm | o—i}?m | o md | {Id'WI/mwl} | SKim1) =
v S8 1. vnld.J . (o-I o | ofs [ oT9) and
(MMSfme | SN2 ) = {M'ml/wl} | MKim.1, hencep(Di) = v S mavnidij, (oM [ oK [ ol | (Maa/y o} | MKime) =

y & me1.v NI i (T hner | O | o), jhg=m+1

6. kw1 € {6, 7}, hm+1 € {3, 4} then we have that
(p(SMSk"” 4l | SNI m+1) = {Id, Wl/x, m+1} | SK| mel | v nld, M- {senc(ck1 m+1.ime1.pair(TMSI_ReaLL,nid; rTH1))/y m+1} henCG,D(C) =
Vg’si’ml'vnldl J (O’d | O'K | O'md | {Idl'md/XLmu} | SKl,rml | andl’ml'{senc(ck,md .S me1.pair(TMSI_ReaLL, mdlmﬂ))/)/l.md ) =

V8§ me.vnid g (0'I et | 0'I et | O'I"'n‘Ll) and
(p(M Msml | Sth+ 1) — {M, m+1/><. m+1} | MKi,n‘Hl | v nidi’ml'{senc(ck,»m+1,sr.vm+1,pair(TMSI_REALL,nid,»m+1))/y”ml}, henCG,D(Di) =
VﬁE,m—o—l-V n|d|J (O'M | O'K | o_nld | {Mi’ml/xi,ml} | MKi,m+1 | Vnidiwm.\\.]_.{Senc(Cki’mlwsi’m+1’pair(TMSI_REALL’nidi’ml))/yiym‘*l }) =

v M§ me1.v nidianid'(O-i,mﬂ | O'i,m+1 | a'i’rml), jlig=m+1

We can now prove Lemma 5

Lemma 5. If (C,D) € RthenC ~s D

Proor. by Lemma 4 we have that (C,D) € R, go(C) = ydck. (go(Cl) |-+ ] @(Cp)), ¢(D) = vdck.(¢(D1) | -+ | g;(Dn)) By Iemma 4 we
have thatvi, j, 1<i<n, 1<j<l;,o(D) = vM&,.vnid;,. (0 oK ,”'J‘:Id) and by definitionr = {'dll/ Miz /sy, Miia [y )
We show thai, j, 1<i<n, 1< j<Ii Mjj — nid j_1. By deflnltlon o{the proces@ we have thaM.J = snd(sdec(ck|J 1, NIJ 1))- Hence
M, —* nid; j_1 if Nijo1 =g senc(ckij_1, Sfij-1, (TMSI_REeALL, nid; j_1)) and M, —* snd(sdec(cki j-1, Ni j-1 1)) otherwise. By contradiction

Iet assume thatl; j #g nid; j_; thenN; ;-1 #g senc(ck; j-1, Sfij-1, (TMSl_REALL, nid; j-1)) we have 3 cases:

o Nij-1 #e senc(T -1, Ui -1, Lij-1) thenfst(sdec(ck; j_1, Ni j-1)) #e TMSI_ReaLL and the if check fails s/ j is not outputted at all;

e Nij_1 =g senc(Tj_1,Uij-1, Lij-1) andT; -1 #e cki -1 then fst(sdec(cki j_1, Nij-1)) #e TMSI_ReaLL and the if check fails sd/; ; is
not outputted at all;

o Nij_1 #& senc(Tij-1,Uij-1, Lij-1), Tij-1 =g Ckij-1 andLjj_1 #e nidIJ 1 since N j_;1 is input by the process and by Lemma 4
Vi, k{senc(ThicUnictnid /o } we have thallj = k-1 if and only ifh = i,k = j — 1 we have that the message
Nij-1 =g senc(ckij-1, sr.J 1, (TMSI_Reat, N; j_1)) was constructed by the adversary. This is absurd sikge, is restricted. Hence,
¥ i, j € ¢(D) we have tha ; = nid; j_;.

Leto-M"'d {"idil/ e [ (M4t Jwe have tha i, 1<i < n, ¢(D)) = vms,. ynid; jy- (M M 1o | P'J‘:Id) = vms,, . vnidi,.(1 {91 /y,} |
g | oK | gid ) Now that we have defined our frame independently from tbegss input from its memory (or state) we can automati-

1.Jid i.jk IJm
cally verify statl?;al equivalence by using the ProVeriflitod/e define the following bi-process which outputs the sagmms of our process

and hence produces the framg€) andy(D):

free c.
free d.

fun senc/3.
reduc sdec(xk, senc(xk, xr, xm)) = xm.

let S = Inew id; new nid; new ck; new sr; new mr;
out(c, choice[nid, id]) |
out(d, choice[senc(ck, sr, (tmsi_realloc, nid)), senc(ck, sr, (tmsi_realloc, nid))]) |
out(c, senc(ck, mr, tmsi_complete)).

process S



ProVerif can prove the observational equivalence and cpresely the statical equivalence of the two frameEl



