
APPENDIX
The following Appendices are devoted to the proof of Proposition 1 which establishes that using new session keys at each TMSI reallocation
provides unlinkability to MSs. In Appendix A we introduce the necessary definitions and notations. Appendix B provides the proof of
Lemma 3 which establishes the bisimulation part of Proposition ??, while Appendix C details the proof of Lemma 5 which establishes the
static part of Proposition 1.

In our quest to understand how proofs of labelled bisimilarity work, and which are the key arguments on which they usuallyrely, we took
the party to detail all the cases even those that look mechanical. This is particularly true for the proof of Lemma 3.

A. DEFINITIONS AND NOTATION
The processesMS andS N model respectively a mobile station and a serving network sharing a private channeldck (the latter models the
fact that MS and SN can “securely” establish a shared sessionkey by executing the AKA protocol) are defined as follows:

MS
de f
= ν ck.νmr.d(x).up〈x〉.dck〈ck〉.dw(y).

if fst(sdec(ck, y)) = TMSI_R then
up〈senc(ck,mr, C)〉.d〈snd(sdec(ck, y))〉

else 0

S N
de f
= ν nid.ν sr.dw(z).dck(xck).

up〈senc(xck, sr, pair(TMSI_R, nid))〉.dw(w)

We also have the following processes, defined earlier:

Init
de f
= d〈id〉

S S A
de f
= ν d.ν id.(Init | MS )

MS A
de f
= ν d.ν id.(Init |!MS )

Init is the memory initialization process,S S A andMS A are respectively a single-session and a multi-session mobile station agent.

Let S andM be two closed processes defined as follows:

S
de f
= ν dck.(!(ν d.ν id.(d〈id〉 | MS ) |!S N))

de f
= ν dck.(!S S A |!S N)

M
de f
= ν dck.(!(ν d.ν id.(d〈id〉 |!MS ) |!S N))

de f
= ν dck.(!MS A |!S N)

The processS represents an unbounded number of mobile stations executing the TMSI reallocation procedure at most once. The processM
represents an unbounded number of mobile stations which canexecute the TMSI reallocation procedure an unbounded number of times.

In the following, the processMMS k
i, j represents theith mobile station ready to execute thekth step of thejth session of the TMSI reallocation

protocol and the processS MS k
i, j represents thei + jth single session mobile station ready to execute thekth step of the TMSI reallocation

procedure are. They are defined as in Section 4.3.

We define the grouped multi-session systemGMS i, j[_] representingj sessions of theith mobile station and the simulating grouped single-
session systemGS S i, j[_] representingj single session mobile stations simulating thej sessions of theith mobile station of the multi-session
system, as follows:

GMS i, j[_]
de f
= ν m̃si, j .ν ñidi,l.(MMS 7

i,1 | · · · | MMS 7
i, j−1 | _ |!RMS i)

GS S i, j[_]
de f
= ν s̃si, j .ν ñidi,l.(S MS 7

i,1 | · · · | S MS 7
i, j−1 | _)

l ∈ { j − 1, j}

We define a symmetric relation between the single session andthe multiple session system. Let



R
de f
= { (C, D), (D, C) : ∃ n, m ≥ 0,

A ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N),
B ≡ ν dck.(D1 | · · · | Dn | PS Nm |!MS A |!S N),
where∀i, 1 ≤ i ≤ n, ∃li, kli , li ≥ 0, 1 ≤ kli ≤ 8
such that

Ci = GS S i,li [S MS
kli
i,li
| S S Ni,li ] =

ν s̃si,li .ν ñidi, j .(S MS 7
i,1 | · · · | S MS 7

i,li−1 |

S MS
kli
i,li
| S S Ni,li )

Di = GMS i,li [MMS
kli
i,li
| MS Ni,li ] =

ν m̃si,li .ν ñidi, j .(MMS 7
i,1 | · · · | MMS 7

i,li−1 |

MMS
kli
i,li
| MS Ni,li |!RMS i)

S S Ni,li = MS Ni,li = S Nh1
i,1 | · · · | S N

hli−1

i,li−1 | L
hli ,

h1, . . . , hli−1 ≥ 2

Lhli =


0 if kli ∈ {1, 2}

S N
hli
i,li

otherwise

j =

{
li − 1 if Lhli = 0
li otherwise

PS Nm = S N1
j1
| · · · | S N1

jm
,

for somej1, . . . , jm ∈ {0, 1}
}

and letS S Ni,0 = MS Ni,0 = GS S i,0[_] = GMS i,0[_] = S MS k
i,0 = MMS k

i,0 = 0. Moreover, we define the set ofS (resp.M) to be the set of
single (resp. multi)-session systems:

S
de f
= {C | (C,D) ∈ R ∧

C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N)}

M
de f
= {D | (C,D) ∈ R ∧

B ≡ ν dck.(D1 | · · · | Dn | PS Nm |!MS A |!S N)}

B. PROOF OF LEMMA 3
In order to prove Lemma 3 we first establish some auxiliary lemmas. Intuitively, Lemma 1 and Lemma 2 states that if the single (respectively
multi)-session system can do a transition then either one ofthe grouped single (respectively multi)-session system components did the
transition (possibly synchronizing with one of theS N1

j components of thePS Nm process (i.e. the MS synchronizes with the SN network,
this steps model the establishment of means for ciphering ofthe TMSI reallocation protocol) or one of the components under replication was
unrolled and did the transition. In particular, Lemma 1 deals with the possible internal transitions of the single (resp. multi)-session system.

L 1. Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N) ∈ X where either S A = S S A or S A = MS A and either X = S or X = M
accordingly. We have that if C

τ
→ C′ then C′ ≡ ν dck.(C′1 | · · · | C

′
n′ | PS N′m′ |!S A |!S N) ∈ X and

• either ∃i Ci
τ
→ C′i ∧C′j = C j ∀ j , i ∧ n′ = n ∧ PS N′m′ = PS Nm

• or ∃i Ci | PS Nm
τ
→ C′i | PS N′m′ ∧C′j = C j ∀ j , i ∧ n′ = n

• or n′ = n + 1 ∧ C′j = C′ ∀ j , n + 1, C′n+1 = GS S n+1,1[S MS 1
n+1,1 | 0] if X = S, C′n+1 = GMS n+1,1[MMS 1

n+1,1 | 0] if X = M and
PS N′m′ = PS Nm

P. Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N) ∈ X whereS A = S S A andX = S, by definition we have thatCi ≡

GS S i[S MS ki
i,li
| S S Ni,li ], 1 ≤ i ≤ n, PS Nm ≡ S N1

j1
| · · · | S N1

jm
. If C ≡ C′′

τ
→ C′′′ ≡ C′ then we have that !S N cannot do a silent



transition, while !S S A can do a silent transition (case labelledNew MS), andCi | PS Nm can do a silent transition on the channeldck if
Ci ≡ GS S i,li [S MS ki

i,li
| S S Ni,li ], ki = 2, m ≥ 1 (case labelledMS/SN synch) andCi can do a silent transition evaluating the conditional

statement ifCi ≡ GS S i,li [S MS ki
i,li
| S S Ni,li ], ki = 4. Hence we have 3 cases:

(i) (New MS) S S A ≡ ν s̃sn+1,1.(Initn+1,1 | S MS 0
n+1,1)

τ
→ ν s̃sn+1,1.S MS 1

n+1,1 ≡ ν s̃sn+1,1.(S MS 1
n+1,1 | 0) ≡ GS S n+1,1[S MS 1

n+1,1 | 0] = C′n + 1
thenC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | Cn | PS Nm | S S A |!S S A |!S N) ≡ ν dck.(S S A | C1 | · · · | Cn |

PS Nm |!S S A |!S N)
τ
→ ν dck.(C′n + 1 | C1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | Cn | C′n + 1 | PS Nm |!S S A |!S N) = C′

(ii) (MS/SN synch)Let 1 ≤ i ≤ n such thatCi ≡ GS S i,li [S MS 2
i,li
| S S Ni,li ] and letm ≥ 1, we have thatCi | PS Nm ≡ GS S i,li [S MS 2

i,li
|

S S Ni,li ] | S N1
j1
| · · · | S N1

jh
| · · · | S N1

jm
≡ ν s̃si,li .ν ñidi,li−1.(S MS 7

i,1 | · · · | S MS 7
i,li−1 | S MS 2

i,li
| S S Ni,li−1) | S N1

j1
| · · · | S N1

jh
| · · · |

S N1
jm
≡ ν s̃si,li .ν ñidi,li−1.ν nid jh .ν sr jh .(S MS 7

i,1 | · · · | S MS 7
i,li−1 | S MS 2

i,li
| S N1

jh
| S S Ni,li−1) | S N1

j1
| · · · | S N1

jh−1 | S N jh+1 | · · · |

S N1
jm

τ
→ ν s̃si,li .ν ñidi,li−1.ν nid jh .ν sr jh .(S MS 7

i,1 | · · · | S MS 7
i,li−1 | S MS 3

i,li
| S S Ni,li−1 | S N2

jh
{cki,li /xck jh

}) | S N1
j1
| · · · | S N1

jh−1 | S N jh+1 |

· · · | S N1
jm
≡ ν s̃si,li .ν ñidi,li .(S MS k1

i,1 | · · · | S MS
kli−1

i,li−1 | S MS 3
i,li
| S S Ni,li−1 | S N2

jh
{cki,li /xck jh

,nidi,li /nid jh
,sri,li /sr jh

,wi,li /w jh
}) | S N1

j1
| · · · |

S N1
jh−1 | S N jh+1 | · · · | S N1

jm
≡ GS S i,li [S MS 3

i,li
| S S Ni,li ] | PS N′m − 1 = C′i , PS N′m−1 = S N1

j1
| · · · | S N1

jh−1
| S N1

jh+1
| · · · | S N1

jm
then

C ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | Ci | PS Nm | · · · | Cn |!S S A |!S N) ≡ ν dck.(Ci | PS Nm | C1 |

· · · | Ci−1 | Ci+1 | · · · | Cn |!S S A |!S N)
τ
→ ν dck.(C′i | PS Nm−1 | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn |!S S A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · |

Cn | PS Nm−1 |!S S A |!S N) = C′

(iii) Let 1 ≤ i ≤ n such thatCi ≡ GS S i,li [S MS 4
i,li
| S S Ni,li ] we have 2 cases:

– (Conditional-then) if fst(sdec(cki,li , yi,li )) =E TMSI_R we have thatCi
τ
→ GS S i,li [S MS 5

i,li
| S S Ni,li ] = C′i , thenC ≡

ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N)
τ
→ ν dck.(C′i |

C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!S S A |!S N) = C′

– (Conditional-else) if fst(sdec(cki,li , yi,li )) ,E TMSI_R we have thatCi
τ
→ GS S i,li [S MS 8

i,li
| S S Ni,li ] = C′i , thenC ≡

ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N)
τ
→ ν dck.(C′i |

C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!S S A |!S N) = C′

Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N) ∈ X whereS A = MS A andX = M, by definition we have thatCi ≡ GMS i[MMS ki
i,li
|

MS Ni,li ], 1 ≤ i ≤ n, PS Nm ≡ S N1
j1
| · · · | S N1

jm
. If C ≡ C′′

τ
→ C′′′ ≡ C′ then we have that !S N cannot do a silent transi-

tion, while !MS A can do a silent transition (case labelledNew MS), and Ci | PS Nm can do a silent transition on the channeldck
if Ci ≡ GMS i,li [MMS ki

i,li
| MS Ni,li ], ki = 2, m ≥ 1 (case labelledMS/SN synch), and Ci can do a silent transition either evalu-

ating the conditional statement ifCi ≡ GMS i,li [MMS ki
i,li
| MS Ni,li ], ki = 4 or creating a new session (case labelledNew Session) if

Ci ≡ GMS i,li [MMS ki
i,li
| MS Ni,li ], k = 6. Hence we have 4 cases:

(i) (New MS) MS A ≡ ν m̃sn+1,1.(Initn+1,1 | MMS 0
n+1,1)

τ
→ ν m̃sn+1,1.MMS 1

n+1,1 ≡ ν m̃sn+1,1.(MMS 1
n+1,1 | 0) ≡ GMS n+1,1[MMS 1

n+1,1 | 0] =
C′n + 1 thenC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | Cn | PS Nm | MS A |!MS A |!S N) ≡ ν dck.(MS A | C1 | · · · |

Cn | PS Nm |!MS A |!S N)
τ
→ ν dck.(C′n+1 | C1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | Cn | C′n+1 | PS Nm |!MS A |!S N) = C′

(ii) (MS/SN synch)Let 1≤ i ≤ n such thatCi ≡ GMS i,li [MMS 2
i,li
| MS Ni,li ] and letm ≥ 1, we have thatCi | PS Nm ≡ GMS i,li [MMS 2

i,li
|

MS Ni,li ] | S N1
j1
| · · · | S N1

jh
| · · · | S N1

jm
≡ ν m̃si,li .ν ñidi,li−1.(MMS 7

i,1 | · · · | MMS 7
i,li−1 | MMS 2

i,li
| MS Ni,li−1 |!RMS i) | S N1

j1
|

· · · | S N1
jh
| · · · | S N1

jm
≡ ν m̃si,li .ν ñidi,li−1.ν nid jh .ν sr jh .(MMS 7

i,1 | · · · | MMS 7
i,li−1 | MMS 2

i,li
| S N1

jh
| MS Ni,li−1 |!RMS i) |

S N1
j1
| · · · | S N1

jh−1 | S N jh+1 | · · · | S N1
jm

τ
→ ν m̃si,li .ν ñidi,li−1.ν nid jh .ν sr jh .(MMS 7

i,1 | · · · | MMS 7
i,li−1 | MMS 3

i,li
| MS Ni,li−1 |

S N2
jh
{cki,li /xck jh

} |!RMS i) | S N1
j1
| · · · | S N1

jh−1 | S N jh+1 | · · · | S N1
jm
≡ ν m̃si,li .ν ñidi,li .(MMS k1

i,1 | · · · | MMS
kli−1

i,li−1 | MMS 3
i,li
| MS Ni,li−1 |

S N2
jh
{cki,li /xck jh

,nidi,li /nid jh
,sri,li /sr jh

,wi,li /w jh
} |!RMS i) | S N1

j1
| · · · | S N1

jh−1 | S N jh+1 | · · · | S N1
jm
≡ GMS i,li [MMS 3

i,li
| MS Ni,li ] |

PS N′m−1 = C′i , PS N′m−1 = S N1
j1
| · · · | S N1

jh−1
| S N1

jh+1
| · · · | S N1

jm
thenC ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!MS A |!S N) ≡

ν dck.(C1 | · · · | Ci | PS Nm | · · · | Cn |!MS A |!S N) ≡ ν dck.(Ci | PS Nm | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn |!MS A |!S N)
τ
→ ν dck.(C′i |

PS Nm−1 | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn |!MS A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm−1 |!MS A |!S N) = C′

(iii) Let 1 ≤ i ≤ n such thatCi ≡ GMS i,li [MMS 4
i,li
| MS Ni,li ] we have 2 cases:



– (Conditional-then) if fst(sdec(cki,li , yi,li )) =E TMSI_R we have thatCi
τ
→ GMS i,li [MMS 5

i,li
| MS Ni,li ] = C′i , then

C ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N)
τ
→

ν dck.(C′i | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!MS A |!S N) = C′

– (Conditional-else) if fst(sdec(cki,li , yi,li )) ,E TMSI_R we have thatCi
τ
→ GMS i,li [MMS 8

i,li
| MS Ni,li ] = C′i , then

C ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N)
τ
→

ν dck.(C′i | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!MS A |!S N) = C′

(ii) (New session)let 1≤ i ≤ n, k = 6 thenCi ≡ GMS i,li [S MS 6
i,li
| MS Ni,li ] ≡ ν m̃si,li .ñidi,li .(MMS 7

i,1 | · · · | MMS 7
i,li−1 | MMS 6

i,li
| MS Ni,li |

!RMS i) ≡ ν m̃si,li .m̃si,li .(MMS 7
i,1 | · · · | MMS 7

i,li−1 | MMS 6
i,li
| MS Ni,li | ν cki,li+1νmri,li+1.MMS 0

i,li+1 |!RMS i)
τ
→ ν m̃si,li+1.ñidi,li .(MMS 7

i,1 |

· · · | MMS 7
i,li−1 | MMS 7

i,li
| MMS 1

i,li+1 | MS Ni,li |!RMS i) ≡ ν m̃si,li+1.ñidi,li .(MMS 7
i,1 | · · · | MMS 7

i,li
| MMS 1

i,li+1 | MS Ni,li | 0 |!RMS i) ≡
GMS i,li+1[MMS 1

i,li+1 | MS Ni,li+1] = C′i thenC ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | Ci | · · · | Cn |

PS Nm |!MS A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N)
τ
→ ν dck.(C′i | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn |

PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!MS A |!S N) = C′

Lemma 2 deals with the possible labelled transitions of the single (resp. multi)-session system.

L 2. Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N) ∈ X where either S A = S S A or S A = MS A and either X = S or X = M
accordingly. We have that if C

α
→ C′ with f v(α) ⊆ dom(C) then C′ ≡ ν dck.(C′1 | · · · | C

′
n′ | PS N′m′ |!S A |!S N) ∈ X, and

• either ∃i Ci
α
→ C′i ∧ C′j = C j ∀ j , i ∧ n′ = n ∧ PS N′m′ = PS Nm

• or C′j = C j ∀ ∧ n′ = n ∧ PS N′m′ = PS Nm | S N1
jm+1
, m′ = m + 1

P. Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N) ∈ X whereS A = S S A andX = S, by definition we have thatCi ≡ GS S i[S MS ki
i,li
|

S S Ni,li ], 1 ≤ i ≤ n, PS Nm ≡ S N1
j1
| · · · | S N1

jm
. If C ≡ C′′

α
→ C′′′ ≡ C′ then we have that !S S A andPS Nm cannot do anα-transition, while

!S N can do anα-transition (case labelledSN pre-synchα-transition ), andCi can do anα-transition ifCi ≡ GS S i,li [S MS ki
i,li
| S S Ni,li ], k ∈

{1,3, 5} (cases labelledActive session MSα-transition andSN post-synchα-transition ). Hence we have 2 cases:

(i) let 1 ≤ i ≤ n, k ∈ {1,3,5} thenCi ≡ GS S i,li [S MS ki
i,li
| S S Ni,li ] we have 2 cases:

– (Active session MSα-transition) if S MS ki
i,li

does theα-transition we have thatCi ≡ GS S i,li [S MS ki
i,li
| S S Ni,li ]

α
→ GS S i,li [S MS ki+1

i,li
|

S S Ni,li ] = C′i for all k ∈ {1,3, 5}. HenceC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |

!S S A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N)
α
→ ν dck.(C′i | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn |

PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!S S A |!S N) = C′

– (SN post-synchα-transition) if S S Ni,li does theα-transition, let 1≤ j ≤ li such thatS N
h j

i, j , 0 and 2≤ h j ≤ 3 we have that

S S Ni,li ≡ S Nh1
i,1 | · · · | S N

h j
i, j | · · · | S N

hli
i,li

α
→ S Nk1

i,1 | · · · | S N
k j+1
i, j | · · · | S N

hli
i,li
= S S N′i,li , henceCi ≡ GS S i,li [S MS ki

i,li
| S S Ni,li ] ≡

GS S ki
i,li

[S MS ki
i,li
| S S Ni,li ]

α
→ GS S i,li [S MS ki

i,li
| S S N′i,li ] = C′i . Then we have thatC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N) ≡

ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N)
α
→ ν dck.(C′i |

C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!S S A |!S N) = C′

(ii) (SN pre-synchα-transition) !S N ≡ S N0
h |!S N

α
→ S N1

h |!S N let PS Nm+1 = S N1
j1
| · · · | S N1

jm
| S N1

h then we have that
C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!U |!S N) ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A | S N0

h |!S N) ≡ ν dck.(S N0
h | Ci | C1 | · · · |

Cn | PS Nm |!S S A |!S N)
α
→ ν dck.(S N1

h | C1 | · · · | Cn | PS Nm |!S S A |!S N) ≡ ν dck.(C1 | · · · | Cn | PS Nm+1 |!S S A |!S N) = C′

Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N) ∈ X whereS A = MS A andX = M, by definition we have thatCi ≡ GMS i[MMS ki
i,li
|

MS Ni,li ], 1 ≤ i ≤ n, PS Nm ≡ S N1
j1
| · · · | S N1

jm
. If C ≡ C′′

α
→ C′′′ ≡ C′ then we have that !MS A andPS Nm cannot do anα-transition, while



!S N can do anα-transition (case labelledSN pre-synchα-transition ), andCi can do anα-transition ifCi ≡ GMS i,li [MMS ki
i,li
| MS Ni,li ], k ∈

{1,3, 5} (cases labelledActive session MSα-transition andSN post-synchα-transition ). Hence we have 2 cases:

(i) let 1 ≤ i ≤ n, k ∈ {1,3,5} thenCi ≡ GMS i,li [MMS ki
i,li
| MS Ni,li ] we have 2 cases:

– (Active session MSα-transition) if MMS ki
i,li

does theα-transition we have thatCi ≡ GMS i,li [MMS ki
i,li
| MS Ni,li ]

α
→ GMS i,li [MMS ki+1

i,li
|

MS Ni,li ] = C′i for all k ∈ {1,3,5}. HenceC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |

!MS A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N)
α
→ ν dck.(C′i | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn |

PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!MS A |!S N) = C′

– (SN post-synchα-transition) if MS Ni,li does theα-transition, let 1≤ j ≤ li such thatS N
h j
i, j , 0 and 2≤ h j ≤ 3 we have that

MS Ni,li ≡ S Nh1
i,1 | · · · | S N

h j
i, j | · · · | S N

hli
i,li

α
→ S Nk1

i,1 | · · · | S N
k j+1
i, j | · · · | S N

kli
i,li
= MS N′i,li , henceCi ≡ GMS i,li [MMS ki

i,li
| MS Ni,li ] ≡

GMS i,li [MMS ki
i,li
| MS Ni,li ]

α
→ GMS i,li [MMS ki

i,li
| MS N′i,li ] = C′i . Then we have thatC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!MS A |

!S N) ≡ ν dck.(C1 | · · · | Ci | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(Ci | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N)
α
→

ν dck.(C′i | C1 | · · · | Ci−1 | Ci+1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | C′i | · · · | Cn | PS Nm |!MS A |!S N) = C′

(ii) (SN pre-synchα-transition) !S N ≡ S N0
h |!S N

α
→ S N1

h |!S N let PS Nm+1 = S N1
j1
| · · · | S N1

jm
| S N1

h then we have thatC ≡ ν dck.(C1 |

· · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | Cn | PS Nm |!MS A | S N0
h |!S N) ≡ ν dck.(S N0

h | C1 | · · · | Cn | PS Nm |!MS A |!S N)
α
→

ν dck.(S N1
h | C1 | · · · | Cn | PS Nm |!MS A |!S N) ≡ ν dck.(C1 | · · · | Cn | PS Nm+1 |!MS A |!S N) = C′

Intuitively, Lemma 3 states that if one of the components of the single-session system can do a transition then the corresponding component of
the multi-session system can do it as well, and vice versa, ifa component of the multi-session system can do a transition then the mimicking
component of the single-session system can do it as well.

L 3. Let C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S A |!S N), D ≡ ν dck.(D1 | · · · | Dn | PS Nm |!S A |!S N) such that S A = S S A (resp.
S A = MS A) and (S A = MS A (resp. S A = S S A) and (C,D) ∈ R

if C
ℓ
→ C′ with f v(ℓ) ⊆ dom(C) and bn(ℓ) ∩ f n(D) = ∅ then D

ℓ
→ D′ and (C′,D′) ∈ R for any ℓ ∈ {τ, α}.

P. Let (C, D) ∈ R and letC ≡ ν dck.(C1 | · · · | Cn |!PS Nm |!S S A |!S N) andD ≡ ν dck.(D1 | · · · | Dn |!PS Nm |!MS A |!S N).
If C

τ
→ C′ then by Lemma 1 we have thatC′ ≡ ν dck.(C′1 | · · · | C

′
n′ |!PS N′m′ |!S S A |!S N) and we have 3 cases:

• ∃i Ci
τ
→ C′i ∧ C′j = C j ∀ j , i ∧ n′ = n ∧ PS N′m′ = PS Nm, henceCi ≡ GS S i,li [S MS

kli
i,li
| S S Ni,li ] can do a silent transition this means

thatCi is of the formCi ≡ GS S i,li [S MS 4
i,li
| S S Ni,li ] i.e. we have two case depending on the evaluation of the conditional statement:

– (Conditional-then) if Ci ≡ GS S i,li [S MS 4
i,li
| S S Ni,li ]

τ
→ GS S i,li [S MS 5

i,li
| S S Ni,li ] = C′i then fst(sdec(cki,li ,Ni,li )) =E

TMSI_R i.e. Ni,li =E senc(cki,li , sri,li , pair(TMSI_R, zi,li )). By definition ofR we have thatDi ≡ GMS i,li [MMS 4
i,li
|

MS Ni,li ], MMS 4
i,li
= MXi,li | MChki,li {

Ni,li /yi,li
} andMChki,li {

Ni,li /yi,li
} ≡ if fst(sdec(cki,li ,Ni,li )) = TMSI_R then

up〈senc(cki,li ,mri,li ,C)〉. di,1〈snd(sdec(cki,li ,Ni,li ))〉 else 0 ≡ if fst(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )))) =

TMSI_R then up〈senc(cki,li ,mri,li ,C)〉.di,1〈snd(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )))〉 else 0
τ
→

up〈senc(cki,li ,mri,li ,C)〉.di,1〈snd(sdec(cki, j, senc(cki,li , sri,li , pair(TMSI_R, zi,li ))))〉 henceMMS 4
i,li

τ
→ MMS 5

i,li
and

Di
τ
→ GMS i,li [MMS 5

i,li
| MS Ni,li ] = D′i then letD′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!MS A |!S N) we have that

D ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(Di | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!MS A |!S N)
τ
→

ν dck.(D′i | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!MS A |!S N) = D′ and
(C′, D′) ∈ R

– (Conditional-else) if Ci ≡ GS S i,li [S MS 4
i,li
| S S Ni,li ]

τ
→ GS S i,li [S MS 8

i,li
| S S Ni,li ] = C′i then fst(sdec(cki,li ,Ni,li )) ,E

TMSI_R i.e. Ni,li ,E senc(cki,li , sri,li , pair(TMSI_R, zi,li )). By definition ofR we have thatDi ≡ GMS i,li [MMS 4
i,li
|

MS Ni,li ], MMS 4
i,li
= MXi,li | MChki,li {

Ni,li /yi,li
} andMChki,li {

Ni,li /yi,li
} ≡ if fst(sdec(cki,li ,Ni,li )) = TMSI_R then

up〈senc(cki,li ,mri,li ,C)〉.di,1〈snd(sdec(cki,li ,Ni,li))〉 else 0 ≡ if fst(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )) =



TMSI_R then up〈senc(cki,li ,mri,li ,C)〉. di,1〈snd(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )))〉 else 0
τ
→ 0

henceMMS 4
i,li

τ
→ MMS 8

i,li
andDi

τ
→ GMS i,li [MMS 8

i,li
| MS Ni,li ] = D′i then letD′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |

!MS A |!S N) we have thatD ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(Di | D1 | · · · | Di−1 | Di+1 | · · · | Dn |

PS Nm |!MS A |!S N)
τ
→ ν dck.(D′i | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |

!MS A |!S N) = D′ and (C′, D′) ∈ R

• (MS/SN synch)∃i Ci | PS Nm
τ
→ C′i | PS N′m′ ∧ C′j = C j ∀ j , i ∧ n′ = n the only possible silent transition betweenCi and

PS Nm is the communication on the channeldck hence,Ci ≡ GS S i,li [S MS 2
i,li
| S S Ni,li ] and PS Nm− ≡ S N1

j1
| · · · | S N1

jm
, m ≥ 1 if

Ci | PS Nm
τ
→ C′i | PS N′m′ we have thatC′i ≡ GS S i,li [S MS 3

i,li
| S S N′i,li ], S S N′i,li ≡ S Nh1

i,1 | · · · | S N
hli−1

li−1 | S N
hli
i,li
, andν nidi,li .S N

hli
i,li
≡

ν nid jh .ν sr jh .S N2
jh
{cki,li /xck jh

, nidi,li /nid jh
, sri,li /sr jh

, wi,li /w jh
} for some 1≤ h ≤ m such thatS N1

jh
occurs inPS Nm andPS N′m′ ≡ S N1

j1
|

· · · | S N1
jh−1
| S N1

jh+1
| · · · | S N1

jm
. By definition ofR we have thatDi ≡ GMS i,li [MMS 2

i,li
| MS Ni,li ], MS Ni,li ≡ S S Ni,li . We have

that Di | PS Nm ≡ ν m̃si,li .ν ñidi,li−1.(MMS 7
i,1 | · · · | MMS 7

i,li−1 | MMS 2
i,li
| MS Ni,li |!RMS i | PS Nm) ≡ ν m̃si,li .ν ñidi,li−1.(MMS 7

i,1 |

· · · | MMS 7
i,li−1 | MMS 2

i,li
| S N1

jh
| MS Ni,li |!RMS i | PS N′m′)

τ
→ ν m̃si,li .ν ñidi,li−1.ν nid jh .ν sr jh .(MMS 7

i,1 | · · · | MMS 7
i,li−1 | MMS 3

i,li
|

S N2
jh
{cki,li /xck jh

} | MS Ni,li |!RMS i | PS N′m′ ) ≡ ν m̃si,li .ν ñidi,li .(MMS 7
i,1 | · · · | MMS 7

i,li−1 | MMS 3
i,li
| S N2

jh
{cki,li /xck jh

, nidi,li /nid jh
, sri,li /sr jh

,

wi,li /w jh
} | MS Ni,li |!RMS i | PS N′m′) ≡ GMS i,li [MMS 3

i,li
| MS N′i,li ] | PS N′m′ ≡ D′i | PS N′m′ whereMS N′i,li ≡ S Nh1

i,1 | · · · | S N
hli−1

li−1 |

S N
hli
i,li
, ν nidi,li .ν sri,li .S N

hli
i,li
= ν nid jh .ν sr jh .S N2

jh
{cki,li /xck jh

, nidi,li /nid jh
, sri,li /sr jh

, wi,li /w jh
}. Let D′ = ν dck.(D1 | · · · | D′i | · · · | Dn |

PS N′m′ |!MS A |!S N) we have thatD ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(Di | PS Nm | D1 | · · · | Di−1 | Di+1 |

· · · | Dn |!MS A |!S N)
τ
→ ν dck.(D′i | PS N′m′ | D1 | · · · | Di−1 | Di+1 | · · · | Dn |!MS A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS N′m′ |

!MS A |!S N) = D′ and (C′, D′) ∈ R

• (New MS)n′ = n + 1∧C′j = C′ ∀ j , n + 1, C′n+1 = GS S n+1,1[S MS 1
n+1,1 | 0] andPS N′m′ = PS Nm. In this case the !S S A component is

unrolled and a new single session mobile stationC′n+1 synchronizes with theInit process. ifS S A = ν s̃sn+1,1.(Initn+1,1 | S MS 0
n+1,1)

τ
→

C′n+1 ≡ ν s̃sn+1,1.S MS 1
n+1,1 ≡ GS S n+1,1[S MS 1

n+1,1 | S S Nn+1,1], S S Nn+1,1 ≡ 0. LetD′ = ν dck.(D1 | · · · | Dn | D′n+1 | PS Nm |!MS A |!S N)
whereD′n+1 = GMS n+1,1[MMS 1

n+1,1 | MS Nn+1,1], MS Nn+1,1 ≡ 0 then we have thatD ≡ ν dck.(D1 | · · · | Dn | PS Nm |!MS A |!S N) ≡
ν dck.(D1 | · · · | Dn | PS Nm | ν m̃sn+1,1.(Initn+1,1 | MMS 0

n+1,1) |!MS A |!S N) ≡ ν dck.(D1 | · · · | Dn | ν m̃sn+1,1.(Initn+1,1 | MMS 0
n+1,1) |

PS Nm |!MS A |!S N)
τ
→ ν dck.(D1 | · · · | Dn | ν m̃sn+1,1.(MMS 1

n+1,1) | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | Dn | ν m̃sn+1,1.(MMS 1
n+1,1 |

0) | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | Dn | D′n+1 | PS Nm |!MS A |!S N) = D′ and (C′, D′) ∈ R

Let (C, D) ∈ R and letC ≡ ν dck.(C1 | · · · | Cn |!PS Nm |!MS A |!S N) andD ≡ ν dck.(D1 | · · · | Dn |!PS Nm |!S S A |!S N).
If C

τ
→ C′ by Lemma 1 we have thatC′ ≡ ν dck.(C′1 | · · · | C

′
n′ |!PS N′m′ |!MS A |!S N) and we have 3 cases:

• ∃i Ci
τ
→ C′i ∧ C′j = C j ∀ j , i ∧ n′ = n ∧ PS N′m′ = PS Nm, henceCi ≡ GMS i,li [MMS

kli
i,li
| MS Ni,li ] can do a silent transition this means

thatCi is either of the formCi ≡ GMS i,li [MMS 4
i,li
| MS Ni,li ] (i.e. we have two cases depending on the evaluation of the conditional

statement), or of the formCi ≡ GMS i,li [MMS 6
i,li
| MS Ni,li ] (i.e a new session of the mobile station is created). Hence we have 3 cases:

– (Conditional-then) if Ci ≡ GMS i,li [MMS 4
i,li
| MS Ni,li ]

τ
→ GMS i,li [MMS 5

i,li
| MS Ni,li ] = C′i thenfst(sdec(cki,li ,Ni,li )) =E

TMSI_R i.e. Ni,li =E senc(cki,li , sri,li , pair(TMSI_R, zi,li )). By definition ofR we have thatDi ≡ GS S i,li [S MS 4
i,li
|

S S Ni,li ], S MS 4
i,li
= S Xi,li | S Chki,li {

Ni,li /yi,li
} andS Chki,li {

Ni,li /yi,li
} ≡ if fst(sdec(cki,li ,Ni,li )) = TMSI_R then

up〈senc(cki,li ,mri,li ,C)〉. di,li 〈snd(sdec(cki,li , Ni,li))〉 else 0 ≡ if fst(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )))) =

TMSI_R then up〈senc(cki,li ,mri,li ,C)〉.di,li 〈snd(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )))〉 else 0
τ
→

up〈senc(cki,li ,mri,li ,C)〉.di,li 〈snd(sdec(cki, j, senc(cki,li , sri,li , pair(TMSI_R, zi,li ))))〉 henceS MS 4
i,li

τ
→ S MS 5

i,li
and

Di
τ
→ S MS i,li [S MS 5

i,li
| S S Ni,li ] = D′i then letD′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!S S A |!S N) we have that

D ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!S S A |!S N) ≡ ν dck.(Di | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!S S A |!S N)
τ
→

ν dck.(D′i | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!S S A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!S S A |!S N) = D′ and
(C′, D′) ∈ R

– (Conditional-else) if Ci ≡ GMS i,li [MMS 4
i,li
| MS Ni,li ]

τ
→ GMS i,li [MMS 8

i,li
| MS Ni,li ] = C′i thenfst(sdec(cki,li ,Ni,li )) ,E

TMSI_R i.e. Ni,li ,E senc(cki,li , sri,li , pair(TMSI_R, zi,li )). By definition ofR we have thatDi ≡ GS S i,li [S MS 4
i,li
|

S S Ni,li ], S MS 4
i,li
= S Xi,li | S Chki,li {

Ni,li /yi,li
} andS Chki,li {

Ni,li /yi,li
} ≡ if fst(sdec(cki,li ,Ni,li )) = TMSI_R then

up〈senc(cki,li ,mri,li ,C)〉.di,li 〈snd(sdec(cki,li ,Ni,li ))〉 else 0 ≡ if fst(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )) =
TMSI_R then up〈senc(cki,li ,mri,li ,C)〉.

di,li 〈snd(sdec(cki,li , senc(cki,li , sri,li , pair(TMSI_R, zi,li )))〉 else 0
τ
→ 0 henceS MS 4

i,li

τ
→ S MS 8

i,li
andDi

τ
→ S MS i,li [S MS 8

i,li
|

S S Ni,li ] = D′i then letD′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!S S A |!S N) we have thatD ≡ ν dck.(D1 | · · · | Di | · · · | Dn |



PS Nm |!S S A |!S N) ≡ ν dck.(Di | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!S S A |!S N)
τ
→ ν dck.(D′i | D1 | · · · | Di−1 | Di+1 | · · · |

Dn | PS Nm |!S S A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!S S A |!S N) = D′ and (C′, D′) ∈ R

– (New session)if Ci ≡ GMS i,li [MMS 6
i,li
| MS Ni,li ]

τ
→ D′i ≡ GMS i,li+1[MMS 1

i,li+1 | MS Ni,li+1], MS Ni,li+1 ≡ MS Ni,li | 0 then by
definition ofR we have thatDi ≡ GS S i,li [S MS 6

i,li
| S S Ni,li ] andDi |!S S A ≡ GS S i,li [S MS 6

i,li
| S S Ni,li ] | ν di,li+1, idi,li+1, cki,li+1

νmri,li+1.(Initi,li+1 | S MS 0
i,li+1) |!S S A

τ
→ GS S i,li [S MS 6

i,li
| S S Ni,li ] | ν di,li+1, idi,li+1, cki,li+1.νmri,li+1.(S MS 1

i,li+1) |!S S A ≡

ν s̃si,li .ν ñidi,li .(S MS 7
i,1 | · · · | S MS 7

i,li
| S S Ni,li) | ν di,li+1, idi,li+1, cki,li+1.νmri,li+1.(S MS 1

i,li+1) |!S S A ≡ ν s̃si,li+1.ν ñidi,li .(S MS 7
i,1 |

· · · | S MS 7
i,li
| S MS 1

i,li+1 | S S Ni,li | 0) |!S S A ≡ GS S i,li+1[S MS 1
i,li+1 | S S Ni,li+1] |!S S A = C′i |!S S A Let D′ = ν dck.(D1 | · · · |

D′n′ | PS Nm |!S S A |!S N), we have thatD ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!S S A |!S N) ≡ ν dck.(S S A | D1 | · · · | Dn |

PS Nm |!S S A |!S N)
τ
→ ν dck.(D′n′ | D1 | · · · | Dn | PS Nm |!S S A |!S N) ≡ ν dck.(D1 | · · · | D′n′ | PS Nm |!S S A |!S N) = D′ and

(C′, D′) ∈ R

• (MS/SN synch)∃i Ci | PS Nm
τ
→ C′i | PS N′m′ ∧ C′j = C j ∀ j , i ∧ n′ = n the only possible silent transition betweenCi and

PS Nm is the communication on the channeldck hence,Ci ≡ GMS i,li [MMS 2
i,li
| MS Ni,li ] and PS Nm− ≡ S N1

j1
| · · · | S N1

jm
, m ≥

1 if Ci | PS Nm
τ
→ C′i | PS N′m′ we have thatC′i ≡ GMS i,li [MMS 3

i,li
| MS N′i,li ], MS N′i,li ≡ S Nh1

i,1 | · · · | S N
hli−1

li−1 | S N
hli
i,li
, and

ν nidi,li .S N
hli
i,li
≡ ν nid jh .ν sr jh .S N2

jh
{cki,li /xck jh

, nidi,li /nid jh
, sri,li /sr jh

, wi,li /w jh
} for some 1≤ h ≤ m such thatS N1

jh
occurs inPS Nm and

PS N′m′ ≡ S N1
j1
| · · · | S N1

jh−1
| S N1

jh+1
| · · · | S N1

jm
. By definition ofR we have thatDi ≡ GS S i,li [S MS 2

i,li
| S S Ni,li ], S S Ni,li ≡ MS Ni,li .

We have thatDi | PS Nm ≡ ν s̃si,li .ν ñidi,li−1.(S MS 7
i,1 | · · · | S MS 7

i,li−1 | S MS 2
i,li
| S S Ni,li | PS Nm) ≡ ν s̃si,li .ν ñidi,li−1.(S MS 7

i,1 | · · · |

S MS 7
i,li−1 | S MS 2

i,li
| S N1

jh
| S S Ni,li | PS N′m′)

τ
→ ν s̃si,li .ν ñidi,li−1.ν nid jh .ν sr jh .(S MS 7

i,1 | · · · | S MS 7
i,li−1 | S MS 3

i,li
| S N2

jh
{cki,li /xck jh

} |

S S Ni,li | PS N′m′) ≡ ν s̃si,li .ν ñidi,li .(S MS 7
i,1 | · · · | S MS 7

i,li−1 | S MS 3
i,li
| S N2

jh
{cki,li /xck jh

, nidi,li /nid jh
, sri,li /sr jh

, wi,li /w jh
} | S S Ni,li |

PS N′m′) ≡ GS S i,li [S MS 3
i,li
| S S N′i,li ] | PS N′m′ ≡ D′i | PS N′m′ whereS S N′i,li ≡ S Nh1

i,1 | · · · | S N
hli−1

li−1 | S N
hli
i,li
, ν nidi,li .ν sri,li .S N

hli
i,li
=

ν nid jh .ν sr jh .S N2
jh
{cki,li /xck jh

, nidi,li /nid jh
, sri,li /sr jh

, wi,li /w jh
}. Let D′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS N′m′ |!S S A |!S N) we have that

D ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!S S A |!S N) ≡ ν dck.(Di | PS Nm | D1 | · · · | Di−1 | Di+1 | · · · | Dn |!S S A |!S N)
τ
→ ν dck.(D′i |

PS N′m′ | D1 | · · · | Di−1 | Di+1 | · · · | Dn |!S S A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS N′m′ |!S S A |!S N) = D′ and (C′, D′) ∈ R

• (New MS)n′ = n+1∧C′j = C′ ∀ j , n+1, C′n+1 = GMS n+1,1[MMS 1
n+1,1 | 0] andPS N′m′ = PS Nm. In this case the !MS A component is

unrolled and a new single session mobile stationC′n+1 synchronizes with theInit process. ifMS A = ν m̃sn+1,1.(Initn+1,1 | MMS 0
n+1,1)

τ
→

C′n+1 ≡ ν m̃sn+1,1.MMS 1
n+1,1 ≡ GMS n+1,1[MMS 1

n+1,1 | MS Nn+1,1], MS Nn+1,1 ≡ 0. Let D′ = ν dck.(D1 | · · · | Dn | D′n+1 | PS Nm |!S S A |
!S N) whereD′n+1 = GS S n+1,1[S MS 1

n+1,1 | S S Nn+1,1], S S Nn+1,1 ≡ 0 then we have thatD ≡ ν dck.(D1 | · · · | Dn | PS Nm |!S S A |!S N) ≡
ν dck.(D1 | · · · | Dn | PS Nm | ν s̃sn+1,1.(Initn+1,1 | S MS 0

n+1,1) |!S S A |!S N) ≡ ν dck.(D1 | · · · | Dn | ν s̃sn+1,1.(Initn+1,1 | S MS 0
n+1,1) |

PS Nm |!S S A |!S N)
τ
→ ν dck.(D1 | · · · | Dn | ν s̃sn+1,1.(S MS 1

n+1,1) | PS Nm |!S S A |!S N) ≡ ν dck.(D1 | · · · | Dn | ν s̃sn+1,1.(S MS 1
n+1,1 | 0) |

PS Nm |!S S A |!S N) ≡ ν dck.(D1 | · · · | Dn | D′n+1 | PS Nm |!MS A |!S N) = D′ and (C′, D′) ∈ R

Let (C, D) ∈ R and letC ≡ ν dck.(C1 | · · · | Cn |!PS Nm |!S S A |!S N) andD ≡ ν dck.(D1 | · · · | Dn |!PS Nm |!MS A |!S N). If C
α
→ C′ then by

Lemma 2 we have 2 cases:

• ∃i Ci
α
→ C′i ∧ C′j = C j ∀ j , i ∧ n′ = n ∧ PS N′m′ = PS Nm in this case one of theCi components does the transition. We have 2 cases:

– (Active session MSα-transition) if Ci = GS S i,li [S MS ki
i,li
| S S Ni,li ]

α
→ C′i ≡ GS S i,li [S MS ki+1

i,li
| S S Ni,li ], k , 2,4 then we have 3

cases:

i) if ki = 1, S MS ki
i,li
= S MS 1

i,li

νxi,li .up
〈
xi,li

〉

−−−−−−−−−→ S MS 2
i,li
= S MS ki+1

i,li
, then by definition ofRwe have thatMMS ki

i,li
= MMS 1

i,li

νxi,li .up〈xi,li 〉

−−−−−−−−−→

MMS 2
i,li
= MMS ki+1

i,li
, henceDi = GMS i,li [MMS ki

i,li
| MS Ni,li ]

νxi,li .up
〈
xi,li

〉

−−−−−−−−−→ GMS i,li [MMS ki+1
i,li
| MS Ni,li ] = D′i

ii) if ki = 3, S MS ki
i,li
= S MS 3

i,li

dw(Ni,li )
−−−−−−→ S MS 4

i,li
= S MS ki+1

i,li
, then by definition ofR we have thatMMS ki

i,li
= MMS 3

i,li

dw(Ni,li )
−−−−−−→

MMS 4
i,li
= MMS ki+1

i,li
henceGMS i,li [MMS ki

i,li
| MS Ni,li ]

dw(Ni,li )
−−−−−−→ GMS i,li [MMS ki+1

i,li
| MS Ni,li ] = D′i

iii) if ki = 5, S MS ki
i,li
= S MS 5

i,li

νki,li .up〈ki,li 〉

−−−−−−−−−→ S Xi,li | S Ki,li | di,li 〈snd(sdec(cki,li , Ni,li ))〉 = S MS ki+1
i,li

. By definition ofR we have

that MMS ki
i,li
≡ MMS 6

i,li

νki,li .up〈ki,li 〉

−−−−−−−−−→ MXi,li | MKi,li | di,1〈snd(sdec(cki,li , Ni,li ))〉 = MMS ki+1
i,li

, henceDi ≡ GMS i,li [MMS ki
i,li
|

MS Ni,li ]
νki,li .up〈ki,li 〉

−−−−−−−−−→ GMS i,li [MMS ki+1
i,li
| MS Ni,li ] = D′i

Let D′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!MS A |!S N) whereD′i = GMS i,li [MMS ki+1
i,li
| MS Ni,li ] as shown in the cases

above, then we have thatD ≡ ν dck.(D1 | · · · | Di | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(Di | D1 | · · · | Di−1 | Di+1 | · · · | Dn |

PS Nm |!MS A |!S N)
α
→ ν dck.(D′i | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |

!MS A |!S N) = D′ and (C′, D′) ∈ R



– (SN post-synchα-transition) if Ci ≡ GS S i,li [S MS ki
i,li
| S S Ni,li ]

α
→ C′i ≡ GS S i,li [S MS ki

i,li
| S S N′i,li ] for some 1≤ j ≤ li such that

S S Ni,li ≡ S Nh1
i,1 | · · · | S N

h j

i, j | · · · | S N
hli
i,li

α
→ S Nh1

i,1 | · · · | S N
h j+1
i, j | · · · | S N

hli
i,li
= S S N′i,li andh j ∈ {2,3} then by definition ofR we

have thatDi ≡ GMS i,li [MMS ki
i,li
| MS Ni,li ] and MS Ni,li ≡ S S Ni,li

S
S N′i,li = MS Ni,li thenDi

α
→ GMS i,li [MMS ki

i,li
| MS N′i,li ] = D′i

whereMS N′i,li = S S N′i,li . Let D′ = ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!MS A |!S N) then we have thatD ≡ ν dck.(D1 | · · · |

Di | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(Di | D1 | · · · | Di−1 | Di+1 | · · · | Dn | PS Nm |!MS A |!S N)
α
→ ν dck.(D′i | D1 | · · · |

Di−1 | Di+1 | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | D′i | · · · | Dn | PS Nm |!MS A |!S N) = D′ and (C′, D′) ∈ R

• (SN pre-synchα-transition) C′j = C j ∀ ∧ n′ = n ∧ PS N′m′ = PS Nm | S N1
jm+1
, m′ = m + 1. In this case a new SN is unrolled and

does the first labelled transition before synchronizing with the MS. If !S N
α
→ S N1

jm+1
|!S N andC′ ≡ ν dck.(C1 | · · · | Cn | PS Nm+1 |

!S S A |!S N),PS Nm+1 ≡ PS Nm | S N1
jm+1

then letD′ ≡ ν dck.(D1 | · · · | Dn | PS Nm+1 |!MS A |!S N), wherePS Nm+1 ≡ PS Nm | S N1
jm+1

,

we have thatD ≡ ν dck.(D1 | · · · | Dn | PS Nm |!S S A |!S N | S N0
jm+1

) ≡ ν dck.(S N0
jm+1
| D1 | · · · | Dn | PS Nm |!MS A |!S N)

dw(z jm+1 )
−−−−−−−→

ν dck.(S N1
jm+1
| D1 | · · · | Dn | PS Nm |!MS A |!S N) ≡ ν dck.(D1 | · · · | Dn | PS Nm | S N1

jm+1
|!MS A |!S N) = D′, and (C′, D′) ∈ R

Let (C, D) ∈ R and letC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!MS A |!S N) andD ≡ ν dck.(D1 | · · · | Dn | PS Nm |!S S A |!S N).
Analogous to the previous case

C. PROOF OF LEMMA 5
In order to prove Lemma 5, we define the general structure of the frames produced by partial evolution of our processes through the following
substitutions:

σid
i, j

de f
= {idi,1/xi,1 ,

idi,2 /xi,2 , . . . ,
idi, j/xi, j }

σM
i, j

de f
= {idi,1/xi,1 ,

Mi,2/xi,2 . . . ,
Mi, j /xi, j }

σK
i, j

de f
= {senc(cki,1, mri,1, C)/ki,1 , . . . ,

senc(cki, j , mri, j , C)/ki, j }

σnid
i, j

de f
= {senc(cki,1, sri,1, pair(TMSI_R, nidi,1))/yi,1 , . . . ,

senc(cki, j, sri, j , pair(TMSI_R, nidi, j)) /yi, j }

We define the general structure of the frame of one of the grouped single (resp. multi)-session system components

σ(Ci)
de f
= σid

i, jid
| σK

i, jK
| σnid

i, jnid

σ(Di)
de f
= σM

i, jid
| σK

i, jK
| σnid

i, jnid

These frames represent the knowledge a grouped single (resp. multi)-session system component releases to the environment afteri + li − 1
mobile stations completely executed (resp. theith MS completely executedli − 1 sessions of) the TMSI reallocation protocol while thelth

i
executedkli steps (resp. while theli session is at thekli execution step).

In the following lemma we prove the correctness of the given frame structure.

L 4. Let (C,D) ∈ R,C ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N),D ≡ ν dck.(D1 | · · · | Dn | PS Nm |!MS A |!S N) then
ϕ(C) ≡ ν dck.(ϕ(C1) | · · · | ϕ(Cn)), ϕ(D) ≡ ν dck.(ϕ(D1) | · · · | ϕ(Dn)) and ∀i, li,1 ≤ i ≤ n, li ≥ 1,

ϕ(Ci) ≡ ϕ(GS S i,li [S MS ki
i,li
| S S Ni,li ])

≡ ν s̃si,li .ν ñidi, jnid .σ(Ci) = ν s̃si,li .ν ñidi, jnid .(σ
id
i, jid
| σK

i, jK
| σnid

i, jnid
)

ϕ(Di) ≡ ϕ(GMS i,li [MMS ki
i,li
| MS Ni,li ])

≡ ν m̃si,li .ν ñidi, jnid .σ(Di) = ν m̃si,li .ν ñidi, jnid .(σ
M
i, jid
| σK

i, jK
| σnid

i, jnid
)

where jid =

{
li − 1 if ki ≤ 1
li otherwise

jK =

{
li − 1 if ki ≤ 5, ki = 8
li otherwise

jnid =

{
li − 1 if ki ≤ 2
li otherwise



P. By definition ofPS Nm, PS Nm we have thatϕ(PS Nm) ≡ ϕ(PS Nm) ≡ 0, ∀ m ≥ 0 and by definition ofS S A, MS A andS N we have
thatϕ(!S S A) ≡ ϕ(!MS A) ≡ ϕ(!S N) ≡ 0.
By definition ofR we have thatC ≡ ν dck.(C1 | · · · | Cn | PS Nm |!S S A |!S N),D ≡ ν dck.(D1 | · · · | Dn | PS Nm |!MS A |!S N) and
ϕ(C) ≡ ν dck.(ϕ(C1) | · · · | ϕ(Cn)), ϕ(D) ≡ ν dck.(ϕ(D1) | · · · | ϕ(Dn)). We show by induction overli that
ϕ(Ci) ≡ ν s̃si,li .ν ñidi, jnid .(σ

id
i, jid
| σK

i, jK
| σnid

i, jnid
),

ϕ(Di) ≡ ν m̃si,li .ν ñidi, jnid .(σ
M
i, jid
| σK

i, jK
| σnid

i, jnid
)

whereCi = GS S i,li [S MS ki
i,li
| S S Ni,li ], Di = GMS i,li [MMS ki

i,li
| MS Ni,li ] and jid =

{
li − 1 if ki ≤ 1
li otherwise

jK =

{
li − 1 if ki ≤ 5, ki = 8
li otherwise

jnid =

{
li − 1 if ki ≤ 2
li otherwise

• li = 0). We prove the statements hold forli = 0. Let li = 0, by definition ofR,Ci ≡ GS S i,0[S MS ki
i,0 | S S Ni,0] ≡ 0, Di ≡

GMS i,0[MMS k1
i,0 | MS Ni,0] ≡ 0 ϕ(Ci) ≡ 0 ≡ ϕ(Di)

• li = m + 1). We assume the statement holds forli = m, and show that it holds forli = m + 1 i.e.
ϕ(Ci) ≡ ϕ(GS S i,m+1[S MS km+1

i,m+1 | S S Ni,m+1]) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i, j′id
| σK

i, j′K+1 | σ
nid
i, j′nid+1

), ϕ(Di) ≡ ϕ(GMS i,m+1[MMS km+1
i,m+1 |

MS Ni,m+1] ≡ ν m̃si,m+1.ν ñidi, j′nid
.(σM

i, j′id
| σK

i, j′K
| σnid

i, j′nid
), where

j′id =

{
m if km+1 ≤ 1
m + 1 otherwise

j′K =

{
m if km+1 ≤ 5, or km+1 = 8
m + 1 otherwise

j′nid =

{
m if km+1 ≤ 2
m + 1 otherwise

Let li = m + 1, by definition ofR, we have thatCi ≡ GS S i,m+1[S MS km+1
i,m+1 | S S Ni,m+1], Di ≡ GMS i,m+1[MMS km+1

i,m+1 | MS Ni,m+1]

whereGS S i,m+1[] = ν s̃si,m+1.ν ñidi, j′nid
.(S MS 7

i,1 | · · · | S MS 7
i,m | _) ≡ ν s̃si,m+1.ν ñidi, j′nid

.(S MS 7
i,1 | · · · | S MS 7

i,m−1 | S MS 7
i,m | _) ≡

ν idi,m+1, di,m+1, cki,m+1.ν nidi, j′nid
.(GS S i,m[S MS 7

i,m] | [_]) and

GMS i,m+1[] = ν m̃si,m+1.ν ñid1, j′nid
.(MMS 7

i,1 | · · · | MMS 7
i,m | _ |!Ri) ≡ ν m̃si,m+1.ν ñid1, j′nid

.(MMS 7
i,1 | · · · | MMS 7

i,m−1 | MMS 7
i,m | _ |!Ri) ≡

ν cki,m+1.ν nidi, j′nid
.(GMS i,m[MMS 7

1,m | _]) then

ϕ(Ci) ≡ ϕ(GS S i,m+1[S MS km+1
i,m+1 | S S Ni,m+1]) ≡ ϕ(GS S i,m[S MS 7

i,m | S S Ni,m]) | ν idi,m+1, di,m+1, cki,m+1.ν nidi,m+1.ϕ(S MS km+1
i,m+1 | S Nhm+1

i,m+1) ≡

(by ind. hyp. and sinceϕ(MMS 7
i, j) ≡ MXi, j | Ki, j∀i, j and since the conditional enables the processS MS

k j

i, j to reach state 7 if and only

if it receivessdec(cki, j , pair(TMSI_, nidi, j from theS Ni, j we have thatS S Ni,m ≡ S Nh1
i,1 | · · · | S Nhm

i,m with h1, . . . , hm ≥ 3 hence

ϕ(S S Ni,m) ≡ σnid
i,m) ν s̃si,m.ν ñidi,m.(σid

i,m | σ
k
i,m | σ

nid
i,m) | ν idi,m+1, di,m+1, cki,m+1, nidi, j′nid

.ϕ(S MS km+1
i,m+1 | S Nhm+1

i,m+1)) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m |

σk
i,m | σ

nid
i,m | ϕ(S MS km+1

i,m+1 | S Nhm+1
i,m+1)) and

ϕ(Di) ≡ ϕ(GMS i,m+1[MMS km+1
i,m+1 | MS Ni,m+1]) ≡ ϕ(GMS i,m[MMS 7

i,m | MS Ni,m | ϕ(ν cki,m+1, nidi, j′nid
.(MMS km+1

1,m+1 | S Nhm+1
1,m+1)]) ≡(since

ϕ(MMS 7
i, j) ≡ MXi, j | Ki, j∀i, j since the conditional enables the processS MS

k j
i, j to reach state 7 if and only if it receives

sdec(cki, j , pair(TMSI_, nidi, j from theS Ni, j we have thatMS Ni,m ≡ S Nh1
i,1 | · · · | S Nhm

i,m with h1, . . . , hm ≥ 3 henceϕ(MS Ni,m) ≡

σnid
i,m and by ind. hyp. ϕ(GMS i,m[MMS 7

i,m | MS Ni,m]) ≡ ν m̃si,m.ν ñidi,m.(σM
i,m | σ

K
i,m | σ

nid
i,m)) ν m̃si,m.ν ñidi,m.(σM

i,m | σ
k
i,m | σ

nid
i,m |

ν cki,m+1, ν nidi, j′nid
.ϕ(MMS km+1

i,m+1 | S Nhm+1
i,m+1)) ≡ ν m̃si,m+1.ν ñidi, j′nid

.(σM
i,m | σ

k
i,m | σ

nid
i,m | ϕ(MMS km+1

i,m+1 | S Nhm+1
i,m+1))

we have 6 cases:

1. km+1 = 1, S Nhm+1
i,m+1 = 0 then we have thatϕ(S MS 1

i,m+1 | 0) ≡ 0, henceϕ(Ci) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m | σ
K
i,m | σ

nid
i,m | 0) ≡

ν s̃si,m+1.ν ñidi, j′nid
.(σid

i, j′id
| σK

i, j′K
| σnid

i, j′nid
) andϕ(MMS 1

i,m+1 | 0) ≡ 0, hence,ϕ(Di) ≡ ν m̃si,m+1.ν ñidi, j′nid
.(σM

i,m | σ
K
i,m | σ

nid
i,m | 0) ≡

ν m̃si,m+1.ν ñidi, j′nid
.(σM

i, j′id
| σK

i, j′K
| σnid

i, j′nid
)

2. km+1 = 2, S Nhm+1
i,m+1 = 0 then we have that

ϕ(S MS 2
i,m+1 | 0) ≡ S Xi,m+1, hence,ϕ(Ci) ≡ ν s̃si,m+1.ν ñidi, j′nid

.(σid
i,m | σ

K
i,m | σ

nid
i,m | {

idi,m+1/xi,m+1}) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m+1 | σ
K
i,m |

σnid
i,m) and

ϕ(MMS 2
i,m+1 | 0) ≡ MXi,m+1, hence,ϕ(Di) ≡ ν m̃si,m+1.ν ñidi,m.(σM

i,m | σ
K
i,m | σ

nid
i,m | {

Mi,m+1/xi,m+1}) ≡ ν m̃si,m+1.ν ñidi, j′nid
.(σM

i,m+1 | σ
K
i,m |

σnid
i,m), j′nid = m

3. km+1 ∈ {3, 4, 5, 8}, hm+1 = 2 then we have that
ϕ(S MS km+1

i,m+1 | S Nhm+1
i,m+1) ≡ {

idi,m+1/xi,m+1}}, henceϕ(Ci) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m | σ
K
i,m | σ

nid
i,m | {

idi,m+1/xi,m+1}) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m+1 |

σK
i,m | σ

nid
i,m) and

ϕ(MMS km+1
i,m+1 | S Nhm+1

i,m+1) ≡ {
Mi,m+1/xi,m+1}, henceϕ(Di) ≡ ν m̃si,m+1.ν ñidi, j′nid

.(σM
i,m | σ

K
i,m | σ

nid
i,m) | {Mi,m+1/xi,m+1}) ≡ ν m̃si,m+1.ν ñidi, j′nid

.(σM
i,m+1 |

σK
i,m | σ

nid
i,m), j′nid = m + 1

4. km+1 ∈ {3, 4, 5, 8}, hm+1 ∈ {3,4} then we have that
ϕ(S MS km+1

i,m+1 | S Nhm+1
i,m+1) ≡ {

idi,m+1/xi,m+1} | {
senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}, henceϕ(Ci) ≡ ν s̃si,m+1.ν ñidi, j′nid

.(σid
i,m | σ

K
i,m |



σnid
i,m | {

idi,m+1/xi,m+1} | {
senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}) ≡, ν s̃si,m+1.ν ñidi, j′nid

.(σid
i,m+1 | σ

K
i,m | σ

nid
i,m+1) and

ϕ(MMS km+1
i,m+1 | S Nhm+1

i,m+1) ≡ {
Mi,m+1/xi,m+1} | {

senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}, henceϕ(Di) ≡ ν m̃si,m+1.ν ñidi, j′nid
.(σM

i,m | σ
K
i,m |

σnid
i,m | {

Mi,m+1/xi,m+1} | {
senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}) ≡ ν dck.ν m̃si,m+1.ν ñidi, j′nid

.(σM
i,m+1 | σ

K
i,m | σ

nid
i,m+1), j′nid = m + 1

5. km+1 ∈ {6, 7}, hm+1 = 2 then we have that
ϕ(S MS km+1

i,m+1 | S N2
i,m+1) ≡ {

idi,m+1/xi,m+1} | S Ki,m+1), henceϕ(Ci) ≡ ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m | σ
K
i,m | σ

nid
i,m | {

idi,m+1/xi,m+1} | S Ki,m+1) ≡

ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m+1 | σ
K
i,m+1 | σ

nid
i,m) and

ϕ(MMS km+1
i,m+1 | S N2

i,m+1) ≡ {
Mi,m+1/xi,m+1} | MKi,m+1, henceϕ(Di) ≡ ν m̃si,m+1.ν ñidi, j′nid

.(σM
i,m | σ

K
i,m | σ

nid
i,m | {

Mi,m+1/xi,m+1} | MKi,m+1) ≡

ν m̃si,m+1.ν ñidi, j′nid
.(σM

i,m+1 | σ
K
i,m+1 | σ

nid
i,m), j′nid = m + 1

6. km+1 ∈ {6, 7}, hm+1 ∈ {3,4} then we have that
ϕ(S MS km+1

i,m+1 | S Nhm+1
i,m+1) ≡ {

idi,m+1/xi,m+1} | S Ki,m+1 | ν nidi,m+1.{
senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}, henceϕ(Ci) ≡

ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m | σ
K
i,m | σ

nid
i,m | {

idi,m+1/xi,m+1} | S Ki,m+1 | ν nidi,m+1.{
senc(cki,m+1,sri,m+1,pair(TMSI_R,nidi,m+1))/yi,m+1}) ≡

ν s̃si,m+1.ν ñidi, j′nid
.(σid

i,m+1 | σ
K
i,m+1 | σ

nid
i,m+1) and

ϕ(MMS km+1
i,m+1 | S Nhm+1

i,m+1) ≡ {
Mi,m+1/xi,m+1} | MKi,m+1 | ν nidi,m+1.{

senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}, henceϕ(Di) ≡

ν m̃si,m+1.ν ñidi, j′nid
.(σM

i,m | σ
K
i,m | σ

nid
i,m | {

Mi,m+1/xi,m+1} | MKi,m+1 | ν nidi,m+1.{
senc(cki,m+1,sri,m+1 ,pair(TMSI_R,nidi,m+1))/yi,m+1}) ≡

ν m̃si,m+1.ν ñidi, j′nid
.(σM

i,m+1 | σ
K
i,m+1 | σ

nid
i,m+1), j′nid = m + 1

We can now prove Lemma 5

L 5. If (C,D) ∈ R then C ≈s D

P. by Lemma 4 we have that∀ (C,D) ∈ R, ϕ(C) ≡ ν dck.(ϕ(C1) | · · · | ϕ(Cn)), ϕ(D) ≡ ν dck.(ϕ(D1) | · · · | ϕ(Dn)). By lemma 4 we
have that∀i, j, 1 ≤ i ≤ n, 1 ≤ j ≤ li, ϕ(Di) = ν m̃si,li .ν ñidi, jnid .(σ

M
i, jid
| σK

i, jK
| σnid

i, jnid
) and by definitionσM

i, jid
= {idi,1/xi,1 ,

Mi,2/xi,2 . . . ,
Mi, jid /xi, jid

}.
We show that∀i, j, 1 ≤ i ≤ n, 1 ≤ j ≤ li Mi, j → nidi, j−1. By definition of the processD we have thatMi j =E snd(sdec(cki, j−1,Ni, j−1)). Hence
Mi j →

∗ nidi, j−1 if Ni, j−1 =E senc(cki, j−1, sri, j−1, (TMSI_R, nidi, j−1)) andMi j →
∗ snd(sdec(cki, j−1, Ni, j−1 ↓)) otherwise. By contradiction

let assume thatMi, j ,E nidi, j−1 thenNi, j−1 ,E senc(cki, j−1, sri, j−1, (TMSI_R, nidi, j−1)) we have 3 cases:

• Ni, j−1 ,E senc(Ti, j−1,Ui, j−1, Li, j−1) then f st(sdec(cki, j−1,Ni, j−1)) ,E TMSI_R and the if check fails soMi, j is not outputted at all;

• Ni, j−1 =E senc(Ti, j−1,Ui, j−1, Li, j−1) andTi, j−1 ,E cki, j−1 then f st(sdec(cki, j−1,Ni, j−1)) ,E TMSI_R and the if check fails soMi, j is
not outputted at all;

• Ni, j−1 ,E senc(Ti, j−1,Ui, j−1, Li, j−1), Ti, j−1 =E cki, j−1 and Li, j−1 ,E nidi, j−1 since Ni, j−1 is input by the process and by Lemma 4
∀i, k{senc(Th,k ,Uh,k ,Lh,k )/yh,k } we have thatTi,k = cki, j−1 if and only if h = i, k = j − 1 we have that the message
Ni, j−1 =E senc(cki, j−1, sri, j−1, (TMSI_R, Ni, j−1)) was constructed by the adversary. This is absurd sincecki, j−1 is restricted. Hence,
∀ i, j ∈ ϕ(D) we have thatMi, j = nidi, j−1.

LetσMnid
i, j = {

nidi,1/xi,2} | · · · | {
nidi, j−1/xi, j }we have that∀ i, 1 ≤ i ≤ n, ϕ(Di) = ν m̃si,li .ν ñidi, jnid .(σ

M
i, jid
| σK

i, jK
| σnid

i, jnid
) ≡ ν m̃si,li .ν ñidi, jnid .({

id1,1/x1,1} |

σ
Mnid
i, jid
| σK

i, jK
| σnid

i, jnid
). Now that we have defined our frame independently from the process input from its memory (or state) we can automati-

cally verify statical equivalence by using the ProVerif tool. We define the following bi-process which outputs the same terms of our process
and hence produces the framesϕ(C) andϕ(D):

free c.

free d.

fun senc/3.

reduc sdec(xk, senc(xk, xr, xm)) = xm.

let S = !new id; new nid; new ck; new sr; new mr;

out(c, choice[nid, id]) |

out(d, choice[senc(ck, sr, (tmsi_realloc, nid)), senc(ck, sr, (tmsi_realloc, nid))]) |

out(c, senc(ck, mr, tmsi_complete)).

process S



ProVerif can prove the observational equivalence and consequently the statical equivalence of the two frames.


